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In 2021, ransomware attacks continued to be one of the most
prominent threats targeting businesses and organizations
worldwide. High-profile attacks disrupted operations of
companies in vadrious sectors, including critical infrastructure
(Colonial Pipeline), food processing (JBS Foods), insurance
(CNA) and many more. Following the attacks, pressure of law
enforcement on ransomware gangs intensified, though
simultaneously these threat actors continue to evolve. They not
only become more technologically sophisticated but also
extensively leverage the growing cybercrime ecosystem aiming

to find new partners, services and tools for their operations.

In this report, KELA provides insights into ransomware victims,
recaps activity of ransomware groups in 2021 — both in terms of
their attacks and presence on cybercrime forums — and shares

exclusive findings about collaboration of ransomware actors

with other cybercriminals.
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Findings

Victimology

® In 2021, ransomware activity increased significantly:
the number of attacked companies found in KELA’s sources increased
almost twofold — from 1460 to 2860 victims. These sources include
ransomware blogs, ransomware negotiation portals, data leak sites, and

public reports.

® Data leak sites joined the “name and shame” game: actors behind them
steal data and manage websites similar to ransomware blogs, but they

do not encrypt data using actual ransomware.

® 65% of ransomware blogs and data leak sites monitored in 2021

emerged that same year.

® The most targeted countries correlate with the most developed markets

in Europe and North America: US, Canada, France, UK, and Germany.

® The most attacked sectors include manufacturing & industrial products,
professional services, technology, engineering & construction, and

consumer & retail.

©® Almost 40 companies were compromised twice by different ransomware
gangs in 2021, while 17 additional companies were attacked for a second
time following an earlier compromise in 2020. It is possible that the

attackers used the same initial access vector.

® Operators of data leak sites, namely Marketo and Snatch, frequently
claimed the same victims as many ransomware groups (Conti, Ragnar

Locker, and more), hinting about possible collaboration.
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Findings

Activity of Attackers

® Top attackers among operators of ransomware
blogs and data leak sites included Conti, LockBit, Pysa, Avaddon, and
REvil (Sodinokibi). New players that pose the most significant threat are

Alphv, Hive, and AvosLocker.

© KELA conducted a deep research into LockBit's activity on cybercrime
forums, following the group’s noticeable evolution, which transformed it

into one of the most prolific ransomware gangs.

Affiliates and Forums Damaging
Ransomware

©® Several leaks of internal information of ransomware groups illustrate the
fact that Ransomware-as-a-Service (Raas) is profitable for ransomware

actors, but it can also put their operations at risk of an “insider threat”.

® The ransomware “ban” that was announced on cybercrime forums in Q2
of 2021 has not influenced the ability of ransomware programs to attract
affiliates and participate in the cybercrime market. Moreover, it

facilitated the appearance of a new forum called RAMP.




Main
Findings

Ransomware Attackers and
Initial Access Brokers

@ Offerings made by Initial Access Brokers play a
crucial role in the RaaS economy. In 2021, more than 1300 access listings

were posted by almost 300 Initial Access Brokers.

® |ABs do not share names of compromised companies but KELA

managed to identify more than 150 IABs’ victims.

@ At least five ransomware operations, most of them managed by
Russian-speaking actors, are buying access from IABs and using it in
their attacks: LockBit, Avaddon, DarkSide, Conti, and BlackByte.

® In various attacks that KELA observed, from the moment the access was
listed for sale, on average, it took one month to attack the company and
publish its name on a ransomware blog. KELA described 5 ransomware

attacks that most likely started with initial access.

® Ransomware actors not only look for such offers on forums but also
create announcements asking IABs to contact them in private and offer
network access. As their ideal victim, they define a company that is
based in the US, has more than USD 60 million in revenue, and is not from
the education, government, nonprofit sectors. For access to such a

company, they are ready to pay up to USD 1 million.




Victimology

Increase in Attacks

In 2021, ransomware activity increased significantly. This can be concluded even
from tracking media reports and public infrastructure of ransomware groups,
including two major sources: ransomware blogs and ransomware negotiation
portals. The number of victims found in these sources increased almost twofold:
from 1460 victims in 2020 to 2860 victims in 2021. Moreover, ransomware gangs did
not only leak data for their victims. In 2021, some were spotted selling access to a
compromised network (namely Conti and Lorenz), while others put data on sale
for other cybercriminals.

In addition to ransomware blogs, KELA tracks similar portals maintained by other
groups that do not appear to operate ransomware campaigns. KELA calls them
“data leak sites” as opposed to “ransomware blogs.” However, they also steal data
and then require a ransom (for example, Karakurt), offer this data for sale
(Marketo), or just leak the data.

KELA monitored more than 60 such ransomware blogs and data leak sites in 2021,
with 65% of them emerging in 2021 alone. These sources provide a glimpse into a
lot of ransomware attacks but still, the actual number of incidents is significantly
higher. Many compromised companies pay a ransom and evade being publicized
in ransomware blogs, while the rest cannot always be identified on ransomware
negotiation portals. Finally, not all ransomware gangs even have their blogs and
negotiation portals; some of them communicate with victims via other means and
do not threaten them publicly. However, it is a sufficient number of victims that
enables KELA to see patterns in the most active attackers and targeted companies.

Top targets

US companies lead the most targeted countries by a significant amount.
Ransomware actors aim to attack companies in developed markets with
considerable revenue and cyber insurance capable of paying a ransom. They pay
attention to specific countries or sectors to determine the possibility of the ransom
being paid. When explaining its targets in an interview translated by KELA, LockBit's
representative claimed: “The insurance in this sphere [i.e. insurance in the case of
ransomware — KELA| is more developed in the US and EU, and the largest number
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of the world’s wealthiest companies is concentrated there.” Therefore, the top list
of the most targeted countries correlates with the most developed markets in the
Americas and Europe regions: US, Canada, France, UK, and Germany.?

As for victim sectors’ profiles — in 2021, ransomware attackers mainly compromised
companies from the manufacturing & industrial products, professional services,
technology, engineering & construction, and consumer & retail sectors.

Top countries of ransomware victims

Based on KELA's sources

49.41%

4.97% 4.86% 4.83% 4.3% 3.95% 21% 2.03% 1.78% 1.61%

us Canada France UK Germany Italy Australia Brazil Spain Japan

Regions of ransomware victims
Based on KELA's sources

59.72%

26.4%

10.17%
2.34% 1.19%

Americas Europe Asia Oceania Africa

1

2 Geography is tracked according to ISO 3166 standard
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Top sectors of ransomware victims

Based on KELA's sources

18.01% 15870

0
7SE 7.59% 7.41% 6.82% 4.9% 4.55% 434% 4.23%

Manufacturing  Professional ~ Technology Engineering Consumer Healthcare Transport Government Financial Food
& Services & & & & & Services &
Industrial Construction Retail Life Sciences Logistics Public Sector Beverage
Products

Double Victims

One attack is already enough, but as KELA observed, almost 40 companies were
compromised by different gangs twice in 202], effectively making them “double
victims.” 17 more companies were attacked for a second time following an earlier
compromise in 2020.

Several companies were claimed to be hit by two different ransomware groups in
a short time frame of one month, having different information leaked by each
ransomware group. Party Rental, for instance, was published on Avaddon’s blog on
February 20, 2021, with approximately 170 GB of shared stolen data. Conti claimed
to have compromised the same company on September 30, 2021 and shared 226
GB of stolen data.

Another example is a company named Amey, published on Mount Locker’s site on
December 26, 2020. The volume of stolen data was 143 GB. On January 13, 2021, Clop
claimed to have compromised this company and shared 470 GB of data.

KELA defined the most possible reasons behind these events:

® One entry vector (vulnerability, network access, etc.) that was used by two
different groups trying to attack the same company.

® Two different initial infection vectors (from phishing to social engineering
attacks) that lead to two separate attacks by coincidence.
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® A cooperation between teams which can come in different forms. For
example, in 2021, researchers from Trend Micro observed gangs using a new
model they called “franchising”: Mount Locker let Astro Team and Xing
Team to release their ransomware under their own brands.® The gangs also
maintained independent blogs, though continued to cooperate. When Astro
Team launched its site, it contained 11 victims, with five of them being
identical to victims published by Mount Locker with the same size of the
stolen documents. For these victims, the dates of publication preceded
those stated on Mount Locker's site, and they were marked on the latter as
‘partner” listings.

Some ransomware groups, such as Conti, Egregor, Nefilim, and others, had more
than four victims compromised by other groups after their attack. For example, six
victims of Conti were attacked by other actors, while in 11 cases, Conti was the
second team to claim to compromise a victim. The group was the most active
attacker in 2021 (see Chapter “Activity of Attackers”), and, logically, they were
involved in such cases more due to a high overall number of victims.

The connection between ransomware blogs and data leak sites that was
uncovered by KELA when investigating these incidents is especially fascinating.
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Ransomware and Data Leak Sites Connections

KELA found 14 victims published both on ransomware blogs and data leak sites
called Quantum, Marketo, and Snatch (the name can remind one of the Snatch
ransomware, detected since December 2018; however, there is no proof two groups
are connected). It poses a question whether operators of the data leak sites are not
competitors but collaborators of ransomware groups.

Collaboration can mean that ransomware operators share stolen data with actors
behind data leak sites on specific conditions. For operators, it can mean additional
profits if the data is sold on a data leak site or simply more intimidating to the victim
(or future victims). Aside from collaboration, as between ransomware groups,
actors behind these data leak sites can use the same entry vector or attack the
same company via different initial access. It is also possible that data leak sites’
operators are stealing the full information leaked by ransomware gangs and then
use it for their benefit. 4

Quantum

One data leak site sharing victims with ransomware groups is Quantum, active
since October 2021. Quantum'’s first leak was data of a company hit by Dopple
Paymer six months earlier. Their second victim was a company hit by Xing Team a
few days earlier, with the exact same volume of stolen data leaked. On top of that,
the link for downloading the files on Xing's blog led to the Quantum’s page, meaning
that these two actors collaborated following one attack. After these two incidents,
Quantum started leaking data of what seems to be unique victims.

Marketo

For Marketo, out of more than 70 victims, nine appeared on ransomware blogs
before. For example, on September 1, 2021, a company named “Align Technology”
was claimed to be compromised by the Karma Leaks ransomware group; the
exact volume of the leaked files was not specified. On October 2, 2021, the same
company appeared on Conti’s blog, with 164GB of leaked data (100% of the data
Conti held on the victim). On October 25, 2021, Align Technology appeared on
Marketo with 145GB of leaked data, making it a “triple victim.”

4 Analyzing specific data sets could bring more insights, but most data leak sites published their double victims
months after ransomware gangs, therefore the ransomware blogs or data were already unavailable for analysis.
In addition, some ransomware gangs did not release 100% of stolen data no matter their threats.
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While in this case, Marketo published its victim shortly after the ransomware attack,
on average, the group claimed double victims around 220 days after tthem being
published on ransomware blogs. Therefore, both coincidence and collaboration
between Marketo and ransomware groups are possible, as well as a hybrid option
where this actor is trying to compromise the company knowing it has some
attacking vector.

Snatch

Snatch has six alleged victims (out of almost 30) shared with other ransomware
groups. One of them is a company named “InTown Suites,” which was listed on the
site on December 22, 2021, with 1TB of stolen data. This company was claimed to be
compromised by Astro Team on May 6, 2021, with 2TB of stolen data. On average, it
took 175 days for Snatch to post a double victim after the ransomware blogs’
publications.

While both for Marketo and Snatch it is hard to establish the nature of their
connections to ransomware groups, it is clear that these two groups themselves
have similarities.

Possible collaboration of Marketo and Snatch

Marketo and Snatch share some common characteristics, including their “rules” or,
as Marketo calls it — their “manifest”. Both groups have almost identical phrased
disclaimers, with the same misspelling, claiming they are not working with
“ransomware or lockers”. Both groups request payment from victims and claim to
hand over the companies’ vulnerability they used for the attack; both offer to sell
data to third parties.
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Public notice

Snatch do not work with lockers or ransomware.

1. Snatch never disrupt supply chains, work of any country, government, state, city and private
companies by locking, encrypting or by any other mean.
2. Snatch always notifies about data leak.
3. Snatch always prioritizes negotiations with data owner.
4. Snatch targets and prioritise archiving agreement between us and the company.
5. Snatch do not disclose the vulnerability that helped us get the data to the third parties, except the
company itself.

6. In case of receiving the payments from the company, Snatch sends a report about vulnerability that

helped us get the data and consultancy on improving the defense layers. Also, Snatch deletes all data

and puts company into the special list. Details of report depends on the final payment, but in any way

upop reaching the agreements, the company gets report on vulnerability and entry point.

7. The list described before guarantees non-interference of Snatch into the further interaction with the
hackers community and guarantees that Snatch will not accept, analyze, buy, sell or interact in any
form with company data on the list.

8. Snatch respects it's buyers and do not publish purchased data.

9. Company data is selling in parts, rest of the data will be published.

10. In any scenario critical data of the company, that declined to negotiate with Snatch, will be
published, except data purchased by any other member of the market.

11. Part of the critical data will not be selling, but will be Snatch exclusive data, that would be
published according to the point "10'.

12. In the process of interaction with company, Snatch always notifies the government about data leak.
This include tax departments, financial, cybersecurity and every authority in the company industry.
13. Snatch requires complete transparency about notification of data owners about data leak. If
company started negotiations soon enough, warned about data leak and secured the rest of the
company and affiliates data, the company can notify every affiliate and close the breach by
themselves.

14. If company decides not to negotiate with Snatch, then in any scenario every company affiliate will
be notified and presented the proofs of data breach.

15. Snatch does not notify the media about negotiation status and price of the deal. Negotiation
process with company is strictly confidential.

16. Snatch open to the collaboration with companies, reporters, bloggers, enthusiasts and other
people in cybersecurity. This also includes the people working in the same industry as the company
listed on our site.

17. If someone is introducing themselves as negotiator from the Snatch or state they have a direct
contact with Snatch, write to the Snatch only social media accounts or contact form on the site to verify
the person.

Manifest

1. Marketo do not work with lockers or ransomwares

4. Marketo never disrupt supply chains, work of any country, government, state, city and private companies by locking, encrypting or by any
other mean

. Marketo always notifies about data leak

. Marketo always prioritizes negotiations with data owner

. Marketo tagets and prioritise achiving agreement between us and the company

- Marketo do not disclose the vulnerability that helped us get the data to the third parties, except the company itself
7. In case of recieving the payments from the company, Marketo sends a report about vulnerability that helped us get the data and
consultancy on improving the defense layers. Also, Marketo deletes all data and puts company into the special list. Details of report depends

on the final payment, but in any way upop reaching the agreements, the company gets report on vulnerability and entry point

8. The list described before guarantees non-interference of Marketo into the further interaction with the hackers community and guarantees
that Marketo will not accept, analyze, buy, sell or interact in any form with company data on the list

9. Marketo respecits it's buyers and do not publish purchased data
10. Company data is selling in parts, rest of the data will be published.

11. In any scenario critical data of the company, that declined to negotiate with Marketo, will be published, except data puchased by any other
member of the market.

Snatch team'’s rules in comparison to Marketo team'’s rules. Top: Snatch. Bottom: Marketo.
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Marketo and Snatch even shared a victim called Lootah BCGas: Marketo published
it on October 30, 2021, offering for sale 406GB of stolen data, while Shatch — on
December 3, 202], calling it Lootah Group but sharing only proofs belonging to
Lootah BCGas. Moreover, Marketo’s site had a list of domains they claim to attack
“right now” (though the site has not been updated since October 2021 till the end of
the year): two of them are victims later claimed by Snatch.

Attacking right now!
Attacking: salinen.com, kologik.com,
whirlpoolcorp.com, amtechcorp.com,
sepur.com, r-pac.com, archant.co.uk,

blumemechanical.com, discoveryranch.net,
arbitech.com, thomsonbroadbent.co.uk

Show more

Victims attacked “right now”. Source: Marketo.

Created: Nov 22, 2021 12:09 AM
Updated: Feb 23, 2022 08:43 PM

Amtech
http:/famtechcorp.com/ Data Added: 150 GB

y , Corporation
A 4 amtech corporation

Recognized as one of the fastest growing, and most innovative,
small businesses in the State of Washington, Amtech is a diverse
manufacturer of composite-based products and parts. With
expertise in Design, Engineering, and Research and Development,
Amtech'’s products are distributed in both military and commercial
markets. Established in 1987, Amtech employs a growing
workforce of skilled technicians, working in two specialized plants
in the State of Washington, our manufacturing facilities encompass
more than 170,000 square feet. The company’s talents include
fiberglass, resin transfer molding (RTM), vacuum assist RTM
(VARTM), large and small vacuum-form plastics capabilities,
finishing, value-added assembly, and custom packaging. Amtech is

One of the victims above shared with Snatch. Source: Snatch
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While Marketo emerged in April 2021 and stopped its activities in October 2021,
Snatch started posting in November 2021. Therefore, Marketo and Snatch may be
one group that rebranded, or the actors behind the two groups are related.
However, in February 2022, Marketo broke its silence to publish one victim, which
was already claimed to be compromised by Snatch.® It is not clear if it is a full come
back or occasional posting that does not change the picture.

Researching double victims makes it clear that being hit once does not mean a
company is forever safe, especially considering the increasing activity of
ransomware attackers and appearance of new groups. It is extremely important to
investigate such incidents, secure the network and mitigate further attacks.

Activity of Attackers

In 2021, top attackers among operators of ransomware blogs and data leak sites
included Conti, LockBit, Pysa, Avaddon, and REvil (Sodinokibi), with the two latter
being defunct. Most of these operations are managed by Russian-speaking actors
and work as a Ransomware-as-a-Service (RaaS) model, meaning they recruit
affiliates or partners to perform ransomware operations.

Many new groups also entered the scene in 2021, eager to be part of the lucrative
industry. Some new ransomware actors are still active, such as Hive, AvosLocker,
Vice Society, and Alphv; others shut down quickly, like BlackMatter. Several high-
tier ransomware actors such as Avaddon, Egregor, DarkSide, and REvil also
disappeared for various reasons, including law enforcement operations.

® The report’s scope is the year 2021 but this development was important enough to include it.
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Top ransomware attackers

Based on KELA's sources

2.38%
Hive
2.41%
v

2.73%

DarkSide

2.80%
Grief

34.33%
Other actors

3.01%
Clop

17.41%
Conti

New Players

One of the most promising new players is Alphv; the group joined the ransomware
scene in December 2021. Its ransomware strain is written in Rust, which is not typical
for malware, however, it is becoming more popular due to its high performance
and memory safety.® Alphv's affiliates are active on RAMP presenting their RaaS
program. They also maintain profiles on other cybercrime forums recruiting
pentesters (a slangy word that was first short for penetration testers but now
describes all hackers skilled enough to compromise a network).

In the first month of their activity, Alphv published almost 20 victims on their blog,
mainly from the US, Canada, and Europe. In December 2021, the LockBit
representative stated on the XSS forum that Alphv is a rebrand of the Darkside and
BlackMatter groups. However, it is also possible the group only adopted some
affiliates from these operations.

2021 Report 16 KELA Ltd


https://www.bleepingcomputer.com/news/security/alphv-blackcat-this-years-most-sophisticated-ransomware/
https://www.bleepingcomputer.com/news/security/alphv-blackcat-this-years-most-sophisticated-ransomware/

© Looking for WINDOWS/LINUX/ESXI pentesters

By alphv,

alphv
byte
° We need experienced pentesters, you have not seen such a level yet, to find out all the details, write to the contact below.
TOX: 3488458145EB62D7D3947E3811234F466209B5AEEFG584AB08A2099A7F946664BBA2B0D30EBFC
TOX: 16BFO3E7266A1859E5032203EB546C1DFD1AFGD72A23A863B0100198354C9F7D330C2001EALE

JAB: usernamell@thesecure.biz

Alphv representatives are looking for pentesters. Source: Exploit

3
LDCKB[T ibenji said:

| guess who it might be

LockBitSupp
Premium . ) . .
m his dark/blackmater decided to do another rebranding.
= ti 08.03.2021
301 ) )
547 LA complaint

LockBit’s reaction regarding Alphv. Source: XSS

Another notable ransomware group is Hive, which began its operations in June
2021. In August, the FBl issued an alert regarding Hive, confirming that the new threat
poses a significant risk.” One of the biggest attacks associated with the threat
actors was the attack against MediaMarkt, in November 2021. As reported, the
threat actors demanded a huge ransom payment of USD240 million and disrupted
retail stores throughout Europe, in the Netherlands, and Germany.? Hive remains
active, with over 60 victims listed on its leak site over the past year.

AvosLocker, an operation first spotted in July 2021, originally had a similar design
to the DoppelPaymer ransomware group leak portal. In mid-September 2021, they
launched a redesigned site, adding a new auction feature allowing buyers to buy
data of companies that refuse to pay a ransom. In November 202], they released
new ransomware variants for Windows (Avos2) and Linux (Avoslinux).
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Notified 12/23/2021 1y Notified 12/23/2021 Notified 12/21/2021

united states  horticultural plant

Leaked 12/8/2021 Notified 12/6/2021 Leaked 12/6/2021

Avoslocker leak portal source:AvosLocker

AvoslLocker actively recruited dffiliates on the XSS, Exploit, and RAMP forums and
published a separate page regarding their partnership program on their blog.
Moreover, they also showed interest in buying network accesses on forums. For
instance, in December 202], they were interested in buying access to companies in
the US and Canada, with revenue over USD50 million, claiming that they were ready
to pay a share of a ransom (see chapter “Ransomware attackers buying network
access”). AvosLocker is still active, with more than 55 victims published on its blog
last year.

I AvosLocker

AvosLocker Partnership Program
A AvosLocker's latest Windows variant, is one of the fastest in the market, with highly scalable threading and selective ciphers.
A seker provides the following services & qualities for its affiliates:

* Supports Windows, Linux & ESXi.
s Affiliate panel
¢ Negotiation panel with push & sound notifications
* Assistance in negotiations
s Consultations on operations
* Automatic builds
* Automatic decryption tests
* Encryption of network resources
r of processes and ices with open handles to files
nfigurable builds
of shadow copies
e Data storage
s DDoS att:
» Calling services

» Diverse network of penetration testers ess brokers and other contacts

We don't allow attacks to post-Soviet Umion countries.

Terms and conditions are determined individually

Avoslocker RaaS Program. Source: Avos's site
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Disappearance of Prominent Groups

The law enforcement pressure on ransomware gangs increased due to high-profile
attacks. Fourteen ransomware blogs, including dominant actors became inactive
in 2021, with six of them related to law enforcement increased attention. Several
groups likely rebranded or their affiliates continued migrated to other groups.

One of high-profile incidents was DarkSide’s attack on the Colonial Pipeline in May
2021 that caused increased attention of US authorities to the group. The same
month its servers were seized and the cryptocurrency was drained from an
account the group used to pay affiliates, and DarkSide announced they are
shutting operations.® In June 202], it turned out that the US Department of Justice
seized USD 2.3 million in cryptocurrency paid to DarkSide as ransom payments.”®
The group remains a top target for the authorities, as the US State Department
offered a reward of up to USD10 million for information leading to their arrest."

In July 2021, the ransomware group BlackMatter appeared on the scene, claiming
on Exploit and XSS that they are recruiting Initial Access Brokers and pentesters to
target large companies in the US, Canada, Australia, and the UK, with annual
revenue of more than USD 100 million. The actors also launched a blog where they
claimed they do not attack healthcare, critical infrastructure, oil and gas, defense,
non-profit, and government sectors. Their blog’s appearance was very similar to
the leak site of DarkSide, while their ransomware had code similarities with
DarkSide’'s ransomware (though the code was not identical).? DarkSide key
members or former affiliates possibly established the operation (see LockBit's claim
above).

Like DarkSide, in November 2021, BlackMatter shut down its operation following
pressure from law enforcement agencies, as the actors claimed on its Raas portal.
The pressure from authorities can be referred to the recent activities of the US and
Russia’s law enforcement to shut down ransomware operations.”
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https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.state.gov/darkside-ransomware-as-a-service-raas/
https://news.sophos.com/en-us/2021/08/09/blackmatter-ransomware-emerges-from-the-shadow-of-darkside/
https://news.sophos.com/en-us/2021/08/09/blackmatter-ransomware-emerges-from-the-shadow-of-darkside/
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o BlackMatter News

3aKpbiTUe NpoekTa 01.11.2021 23:02:34

B cBA3M C ONpegeHHbIMI HepellaeMbiMi 06CTOATENLCTBAMI CBA3aHbIMU C AaB/IeHUEM BNacTel
(yacTb KoMaHab! 60nee HefloCTyNHA, NOC/Ne NOCNEAHUX HOBOCTEN) - NPOEKT 3aKPbIT.
Yepes 48 yacoB BCA UH(pacTPyKTypa 6yAeT BLIK/IOYEHa, PaspeLleHo:

e BbigaTb NoYTHI KOMNAHUAM ANA AANLHENLLEro 06LLEeHNS.
o [MonyunTb ASKPUNTOPSI, NS 3TOFO HANULLKTE "[aiTe AEKPUNTOP" BHYTPU YaTa KOMNaHUU, rae
OHY HeobxoauMble.

Bcem xenaem ycnexos, paap! 6bi1 pa6oTars.

Monero #2 30.09.2021 21:43:15

YBaxaeMble napTHepbl, Monero 3anyLeH u paboTaer B aBTOMaTUYeCKOM pexume.

Monero 29.09.2021 23:18:21

Ysaxaemble napTHepbl, Monero HaxoguTca Ha 06GHOBIEHUM, BXO AALLme / ucxoasaiiue nnartexu 6
HeAoCTYNHb!.

BlackMatter announcing their shut down on affiliate site. Source: Bleeping Computer

This year, the infamous REvil group also went offline following two high-profile
attacks. In May 2021, REvil compromised JBS, a meat provider, and disrupted its
operations in the United States and Australia."* JBS confirmed that they paid USD1
million in ransom.” The second attack occurred in July 2021 and hit the IT
management software firm Kaseya. At least 1000 organizations were affected, with
victims identified in 17 countries.” Following the attack, the ransomware group
disappeared, and their website was taken offline.

In September 2021, the user “REvil” (later renamed to 0_neday) emerged on forums
instead of an old representative UNKN (Unknown). The actor said on Exploit that the
gang had vanished because of their fear of law enforcement. In October 202], the
REvil operations were disrupted by a coordinated law enforcement operation
(although not formally confirmed), which took their websites offline.” In January
2022, Russia's Federal Security Service (FSB) arrested 14 members of the REvil gang.'®
As a result, a massive amount of reactions began to flow. Darkweb chatter and

“ https://www.zdnet.com/article/ransomware-meat-firm-jbs-says-it- paid-out-1im-after-attack/

15 https://jbsfoodsgroup.com/articles/jbs-usa-cyberattack-media-statement-june-9

16 Checkpoint, CYBER ATTACK TRENDS Mid Year Report 2021

7 https://www.reuters.com/technology/exclusive-governments-turn-tables-ransomware-gang-revil-by-
pushing-it-offline-2021-10-21/

8 https://therecord.media/fsb-raids-revil-ransomware-gang-members/
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publications suggest that only low-ranking affiliates were arrested.”” Therefore, it is
not clear if dominant threat actors behind REvil are still free and whether the group
would rebrand as a new operation in 2022.
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@ Please note, if you want to make a deal with this user, that it is blocked.

0_day
RAID array The server was compromised and they were looking for me. To be precise, they removed the path to my hidden service in
the torrc file and raised my own so that | could go there. Checked for others - this was not the case. Good luck everyone, I'm
Joined: Oct 5, 2021 off
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REVil's statement. Source: XSS
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clear funds through offices, he leamed the scheme,
but stupidly tied everything up on himself. Although
he might net have done it. What did you pay for.

... On 2/7/2022 at 6:53 PM, Pyramidion said: Well,
such an argument, after all, we have the
presumption of innocence, as in all civilized
countries. They are not expressly prohibited by law.

Inthe United States, a Russian was arrested for
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ie almnast
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Reactions to REvil's affiliates arrest. Source: KELA platform
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One more significant player who disappeared in 2021 is Egregor. The gang first
appeared shortly before the double extortion pioneer Maze announced their
retirement, in November 2020. Following Maze’s shut down, its affiliates shifted to
Egregor, allowing the latter to gain significant recognition in 2021.2° The ransomware
group was involved in high-profile attacks, with at least 215 disclosed victims
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spread across many industries and countries. In February 202], a joint action by the
US, French, and Ukrainian authorities led to the arrests of Egregor's members,
contributing to the shutdown of both C&C servers and their data leak site.?

One of the prominent actors that had also left the scene was Avaddon. The gang,
which first appeared in the wild in 2019, released its decryption key? in June 202]
and halted its operations.

While new groups were emerging and old dominant players were shutting down,
one operation appeared to have a noticeable evolution. LockBit was one of the
most prolific ransomware groups in 2021 — KELA explored its dark web presence
and ransomware activities thoroughly.

One Group’s Evolution: LockBit

LockBit started its activities in 2019. At the time, the group did not have their own
blog and names of their victims were posted by the Maze ransomware on their blog
under the signature "provided by LockBit”. They also maintained an independent
profile on forums which they used, among other activities, for affiliate recruitment.
In 2020, LockBit launched their own blog, however, at that time, their operations did
not seem to be highly active.

LockBit 2.0

At the beginning of 2021, LockBit established the scene for their upcoming
ransomware operations. The group had an active blog to publish their victims’
names and data, a developing affiliate program, and was considered a medium
but rising threat, ranked the third most common ransomware variant in Ql of 2021.2%
LockBit's representative has been active on the XSS and Exploit forums under the
handle LockBitSupp since March 2021. They used these forums to promote the
release of the ransomware’s new version, LockBit 2.0, launched in June 2021, and to
attract new affiliates.

Since the update to LockBit 2.0, the group seemed very confident with its
capabilities, as mentioned in an interview in August 2021: “LockBit, unlike other Raas,
is, first of all, a complex software (..). There is no other affiliate program on the
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planet with such an arsenal.”?*The group also claimed on their blog that LockBit 2.0
is the fastest encryption software worldwide, comparing it to other ransomware

groups.

[Ransomwarel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it is designed in origin C and ASM languages without
any dependencies. Encryption is implemented in parts via the completion port (I/O), encryption algorithm AES +
ECC. During two years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function.

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all the rest. The launch
is realized on all devices of the domain network in case of administrator rights on the domain controller.

Brief feature set:
+ administrator panel in Tor system;
+ communication with the company via Tor, chat room with PUSH notifications;
* automatic test decryption;
automatic decryptor detection;
port scanner in local subnetworks, can detect all DFS, SMB, WebDav shares;
automatic distribution in the domain network at run-time without the necessity of scripts;
termination of interfering services and processes;
blocking of process launching that can destroy the encryption process;
setting of file rights and removal of blocking attributes;
removal of shadow copies;
creation of hidden partitions, drag and drop files and folders;
clearing of logs and self-clearing;
windowed or hidden operating mode;
launch of computers switched off via Wake-on-Lan;
print-out of requirements on network printers;
available for all versions of Windows OS;

LockBit 2.0 is the fastest encryption software all over the world. In order to make it clear, we made a comparative
table with several similar programs indicating the encryption speed at same conditions, making no secret of their
names.

Description of LockBit 2.0 affiliate program. Source: LockBit’s blog

Encryption speed comparative table for some ransomware - 02.08.2021

PC for testing: Windows Server 2016 x64 | 8 core Xeon E5-2680@2.40GHz | 16 GB RAM | SSD
N ot Speedin  Time spent for Time spent for The number of the
= Dateofasample  megabytes  encryption  encryption  Selfspread  Size samplein KB encrypted files (All file
somuare pe of100GB  of 10TB ina system 257472)
LOCKBIT 20 5Jun, 2021 373MBIs  4M28S  TH26M40S Yes 855K8 109964
LOCKBIT 14 Feb, 2021 266MBIs  6M16S  10H 26M 408 Yes 146 KB 110029
Cuba 8 Mar, 2020 185 MBIs oM 16H No 1130KB 110468
BlackMatter 2Aug, 2021 185 MBIs oM 16H No 67KB. 111018
Babuk 20 Apr, 2021 166 MBIs 10M 16H 40M Yes 79KB 109969
Sodinokibi 44ul,2019 151 MBIs 1M 18H 20M No 253K8 95490
Ragnar 11 Feb, 2020 151 MBIs 1M 18H 20M No 40KB. 110651
NetWalker 19 0ct, 2020 151 MBis 1M 18H 20M No 902K8 109892
MAKOP 270ct, 2020 138 MBIs 12M 20H No 115KB 111002
RansomEXX 14 Dec.2020 138 MBIs 12M 20H No 156 KB 109700
Pysa 8 Apr, 2021 128 MBIs 13M 21H 40M No 500 KB 108430
Avaddon 9 Jun, 2020 119 MBIs 14m 23H 20M No 1054 KB 109952
Thanos 23 Mar, 2021 119 MBIs 14m 23H 20M No 91KB. 81081
Ranzy 20 Dec, 2020 111 MBIs 16M 1D1H No 138KB 109918
PwndLocker 4 Mar, 2020 104 MBIs 16M 1D 2H 40M No 17KB 109842
Sekhmet 30 Mar, 2020 104 MBIs 16M 1D 2H 40M No 364 KB random extension
Sun Crypt 26 Jan, 2021 104MBIs 16M 1D 2H 40M No 1422K8 random extension
REvil 8 Apr, 2021 98 MBIs 1™ 1D 4H 20M No 121KB 109789
Conti 22 Dec, 2020 98 MBIs 1M 1D 4H 20M Yes 186 KB 110220
Hive 17 Jul, 2021 92MBIs 18M 1D6H No 808 KB 81797
Ryuk 21 Mar, 2021 92MBIs 18M 1D6H Yes 274K8 110784
Zeppelin 8 Mar, 2021 92MBIs 18M 1D6H No 813KB 109963
DarkSide 1 May, 2021 83 MBIs 20M 1D 9H 20M No 30KB 100549
DarkSide 16 Jan, 2021 79 MBIs 21M 1D11H No 50KB 100171
Nephilim 31 Aug, 2020 75 MBIs 22M 1D 12H 40M No 3061 KB 110404
DearCry 13 Mar, 2021 64 MBIs 26M 1D 19H20M No 1292K8 104547
MountLocker 20 Nov, 2020 64 MBIs 26M 1D 19H 20M Yes 200 KB 110367
Nemty 3 Mar, 2021 57MBIs 20M 2D 0H 20M No 124KB 110012
MedusaLocker 24 Apr, 2020 53 MBIs 31M 20 3H 40M Yes 661KB 109615
Phoenix 29 Mar, 2021 52MBIs 32m 2D 5H 20M No 1930KB 110026
Hades 29 Mar, 2021 47MBIS 3M 2D 10H20M No 1909 KB 110026
DarkSide 18 Dec, 2020 45 MBIs M 2D 13H 40M No 17KB 114741
Babuk 4.Jan, 2021 45MBIs 3m 2D 13H 40M Yes 31KB 110760
REvil 7 Apr, 2021 37MBIs a5m 3ID3IH No 121KB 109790
BlackKingdom 23 Mar, 2021 32MBls 52M 3D 14H 40M No 12460 KB random extension
Avos 18 Jul, 2021 29MBIs 59M 4D2H No 402K8 79486

Encryption speed comparative table. Source: LockBit's blog
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Researchers partially confirmed the ransomware's specific capabilities. According
to reports, LockBit 2.0 can spread within a network using a "worm-like functionality”;
self-spreading, rather than requiring manual direction.®® Once executed, the
malware searches for local subnetworks and moves laterally. To complement the
fast encryption process, LockBit also developed its stealing method, StealBit, to
speed up the data exfiltration process.?®

Alongside the malware’s capabilities, LockBit claims that its RaaS model is
innovative and also prioritizes the security and anonymity of its affiliates. In a
discussion on this topic, LockBit responded that “if since 2019 they have not been
able to catch [our affiliates - KELA], then I think they will never be caught, such an
anonymity scheme like mine enables us to be the most reliable partner in the
world.”

m Hy ecam ¢ 2019 roga He CMOT/IM NOMMaTk, TO A AyMak HAKOTAa He NOMMaloT, Takas CXema aHOHMMHOCTI KaK Y MeHs, No380AAET BbiTe cambim

08.03202 HaAEXHbIM NapTHEPOM B M1pe &

LockBit's comment on their RaaS model. Source: XSS forum

Another difference in their business model compared to other ransomware
operators is the distributing the ransom received. In the interview, LockBit explains
that the ransom paid by the victims is first transferred to the affiliates” wallets, out
of which LockBit receives 20 percent, while most ransomware programs work vice
versa. ?’

Dark Web Presence

Although the group’s representative was banned from the Exploit forum in October
2021 due to its ransomware activities, they could still maintain their presence on
XSS. As a response to the ban, the LockBit representative claimed that they are "not
breaking any rules” compared to their competitors who acquire network access
and recruit new dffiliates on the forums.

25

26

27

2021 Report 24 KELA Ltd


https://www.kaspersky.com/resource-center/threats/lockbit-ransomware
https://www.trendmicro.com/en_us/research/21/h/lockbit-resurfaces-with-version-2-0-ransomware-detections-in-chi.html
https://www.trendmicro.com/en_us/research/21/h/lockbit-resurfaces-with-version-2-0-ransomware-detections-in-chi.html
https://ke-la.com/lockbit-2-0-interview-with-russian-osint/

" 335

LOCKBIT yn cxow

LockBitSupp Tei npas, ox. Teall KOHKYPEHT NPAMOH, enT e B3opan ¢ coceaneit BETkA.

ECAW 5 UTO TO W MOHETHIWPYS, TO 310 HE 3MPEWEH MPaBMNaMH GopyME\CE. B oTaiK or. W & EC06ie CTOROHOH NPOXOAN MIMO TECHY NOCTOR BCETA3, MIOKA Thl HE
HaYaN BOPCHPOBATE TEMY, MO KDTIOPYHO BCEM, COBCMBEHHT, JXE U NOBGaE. 310 HIVANH C BaLIE NOAZUM B8 GOPCHPOBATE W LMKDIH, HTO B CBOK) CUEPEAL ONATL
MPHENEKO BHIMAHKE K GOPYMAM H3 TEME IOKETB. HTO 310, BCIH HE, KaK Thl N0BMLlh BIPAXATHCA "KOCREHHAA" PEKNAMA 3ANPEULSHHO TYT TEMATHKM ¥ N7 He pag
3TOrG A 1 GIN BEEASH 33NPT HA NOKEPSIT

Mpenwym

et 258

Thi He TONLKD NPAMOi KOHKYPEHT, HO @U@ 1 MHTPHTanT. Tl Cam 3aHMMaeLLbca GOPCHPOEAHNEN A3HHON TeMb! 1 OBBMHACLIL MeHR B 3TOM.
OBCy:KAEHVE 3TAX TEM HUKOTAA HE 2aNPeUlancs, KaK MOXHO 3aNPeTUTs tBOBOAY CA0BAT 3aMPELIEHB] TONEKS TONMKK, A HA DAHOTC TONVKA Ha GopyMe
HE MMEH0 B DTAMYHI OT OCTA/IHBIX KOHKYPEHTOB, KOTORBIE "CKYNaKoT ACCTYNEI" M "ULIYT NEHTECTEROB”, COCTBETCTBEHHO NPABHA A HAKAKKX He
Hapywaro.

A Tl TaKO/ 33KOHOMOCAYLUNBIA MHTRYTIOUAMIA TRAXAAHIH, HE CMOT NPOYATATS W JAMOMHUTE CAMOE NePEOE NPABIAC 1 UyTh A HE § KAXAGM NoCTe
HAPYLIAeLLL EF0, HE PAAY /I 3TOTO BINM HAMMCAHSI NPaBAaT

II. 0Buywe nonoxenun Gopyma

1. Ha (opyHe 3aNpPeLLaoTCA HeLleHsyp I , MaT 1 oc

LockBit’s response to the Exploit ban. Source: XSS forum

LockBit's activity on XSS increased in September 2021. The representative engaged
in several discussions and answered accusations involving LockBit's reputation and
activity compared to other ransomware groups active in underground forums.

For instance, in the context of several REvil affiliates being arrested, LockBit
proposed to check the coders who now allegedly manage the REvil affiliate
program to prove that they are not FBI agents undercover. One of the users replied
and claimed that FBI agents could also be behind the LockBit group.

LOCKBIT

LockBitSupp

Premium

Premium

08.03.2021
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badcapper said: @
And where is the certainty that your desk is not FBI “agents"?

1) we have an impeccable reputation since 2019;

2) no one has ever received a decryptor without payment;

3) we don't miss click;

4) all money goes exclusively to adverts' wallets;

5) we have never scammed anyone thanks to point 4);

6) we have never caused damage to advertisers in the form of lost material, time and lost redemptions as a result of the inoperability of the site;

7) if our server is ever hacked, we will never use the same domains after the infrastructure is restored, because the private keys from the domains can
be compromised;

8) we have no restrictions on the rank of an advert, we work with everyone, whether it be a beginner who pentests dediks or a professional who
pentests multi-billion dollar companies, the FBI, in turn, is only interested in high-ranking criminals;

9) the data of the merged companies is stored in the torus and is not deleted from the cloud after a couple of days due to abuse, this shows that we
are not worried that the private data of the companies will be merged;

10) there is no reason not to trust us;

badcapper ckazan(a): €
A r1e yBEPEHHOCTS, UTO BaLLIa KOHTOPKA He ABARETCA "arenTamu” GEp?

1) y Hac Gesynpeunan penyTauns c 2019 roaa;
2) HIAKTO 1 HUKOFAa He NOAYHUMA AeKPUNTOP 63 onAaThl;

3) Mbl He MKCC KnuKaewm;

4) BCe ASHBLIV MAYT Ha P

5) Mbl HMKOTAA HMKOTO He 3ackamuny Braroaapa nyHkTy 4);

6) Mbl HUKOFAA HE HAHOEUAW YILEPE AABEPTaM B BUAE NOTEPAHHOO puana, Bp wyn BLIKYNOB B pe3y/ibTaTe HEePaBoTOCNOCOBHOCTIA
caita;

7) ecan Haw cepBep Koraa H1 6yAb B3IOMAKIT, Mbl HUKOrAa He 6yAeM NCNOoNb3OBaTh TE Xe CaMble AOMEHbI NOCAe BOCCTaHOBACHUA MHPPACTPYKTYPb,
MOTOMY 4YTO MPVBATHBIE KKOUM OT ACMEHOB MOrYT GbiTh CKOMMPOMETUPOBAHbI;

8) y Hac HeT orpaHUYeHui i Ha paHr aABepTa, Mbl PaGoTaem co BCeMM BYAb TO HOBUUYEK, KOTOPBIF NEHTECTUT AAMKM NN NPOPECCUOHAN, KOTOPLIH
MEHTECTUT MHOFOMUANMAPAHBIE KOMNaHUY, DEP e B CBOIO OUYEPEalb MHTEPECHb! TONbKO NPECTYNHIKM BLICOKOFO paHra;

9) AAHHbIE CAUTLIX KOMMaHWK XPaHATCA B TOPE U He YAA/AIOTCA C 0bnaka Yepes Napy AHen n3-3a abysbl, 370 Mo| UTO MBI He M uto
NPVBaTHbLIE AAHHBIE KOMNaHWA 6yayT CAuTb;

10) HET HI OAHOTO OCHOBAHWA He AOBEPAT Ham;

2021 Report

LockBit’s response to the accusations. Source: XSS forum
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In recent months, KELA observed comments made by the LockBit representative
who stated that “watchers” are everywhere and has made several claims against
the RAMP forum and its admin, KAJIT, suggesting that he may be linked to law
enforcement.

=3

LOCKBIT

Ene xmeoii Bopa No nokepam, pamn 308eTcA. NoKBUT Tam SAMWHOB MYCOPaNMM KIMUAT, 3 AAMMHL! Tam C HEro pyT i

B&N 6bl CEEGA NO-APYrOMY W HE YXOAKMN OT OTBETOB Ha NPOCThIE BONPOCH], KOTOPLIE 33aBA/MCh €My NO PaKTy HEKOTOPbIX MOMEHTOB B NPUBATHOM

ECTb OCHOBAHIA TaK NOAAraTs, CHMTalo, YTOKAIIT (Ha TeKYLUMIA MOMEHT eAVHCTBEHHBIA 3AMIH) ABNRETCH AMBO MyCOPOM, MEO Tem, KT paBoTaeT Ha
MYCOPOB, EMY HE OCTAETCA HIMUEro APYroro Aenatb, KROME Kak BuICMEHBATE 3Ty TEMY, YXOAMTE OT KOHCTOYKTUBHOTO AMaNora u 06 LACHATE KOMY-To
MoUEMY A TAK CUUTAIO W MOUEMY OH HE MYCOP, MOTOMY UTO B MPOTUBHOM Cllyuae OH 3aKonaeT cebA ellie FnyBxe. ECu Bbl OH Bbil HE MYCOPOM, TO OH

ap6uTpaxe, a Takxke B NMUHOMA Nepenucke 1 Ha 1. A Gl oUeHb XoTen, UTOBk! 3T0 Gbl10 MOEH OLIMGKOM U He COOTBETCTEOBANO AHCTBMTENLHOCTH, HO, K

COXANEHMIO, MHOXECTBO CPCN('OB W KOCBEHHbIX YNWK rOBOPAT O TOM, YTO A NPaEk.
lo-

LockBit claims against KAJIT. Source: XSS forum

Moreover, following the arrest of REvil ransomware members in January 2022,
LockBit published on XSS a conversation with one REvil member from early
November to prove that KAJIT collected information on REvil and may be
responsible for their takedown. LockBit further disclosed conversations with KAJIT
and vx-underground (an anonymous security research group) to prove that KAJIT
leaked a screenshot of an admin panel belonging to the BlackMatter ransomware
operation. Following LockBit’s efforts, KAJIT was banned from XSS and Exploit and
resigned from RAMP administration.

B cBA3M C Tem, 4TO REVil y>Xe, HaBepHOe, HMKOTAa He BbIfiAeT Ha CBA3b, O6HAPO/YHO YacTb IMYHOI Nepenicky, 6e3 ero cornacys, Tak kak oH 6eccieHo
nponan, o4eHb Jaxe BepPOATHO 6aarofaps Yenoeeky nog Hnkom RED\KAJIT, oH xe agMuH popyma ramp, KOTOpbIA paboTaeT Ha MycOpoB MPOTNB
NPOCTLIX PaBoTAr, MyTéM BHeApeHWs U c6opa MHbOPMaLK. He Moxellb NobeauTs? Bo3rnask. Mpolly Bcex paBoTar KTO BEPUT 3TOMY MyCopy BbiTh C
HAM NPeAeNbHO akKypaTHeIMK, OT ceba Nnib A06aB/HD, YTO 3TOMY MYCOPEHKY He HPaBUAOCK, YTO A NO/L3YIOCE TOPOM, OH AKOBLI yBaXaeT TONbKO

BMH.

REvil Oneday
LockBitSu...
REvil Oneday

LockBitSu...
REvil Oneday
LockBitSu...

REvil Oneday

LockBitSu...
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3noposa

REDcat, oH xe RED - 370 e 1 ecTb KAJIT
aa

MyCOpoK

?

A TaK 1 NOHAN

OH NapKoB ywaran

OH HaM agMuHKy 1 yeban cyas no ecemy

OH W B MOeW aAMMHKe NeHTecTna

LockBit’s conversation with REvil. Source: XSS forum
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Partners

KELA analyzed the activity of Initial Access Brokers (IABs) selling network accesses
to several companies and identified that, in several cases, the accesses sold
matched the victims posted by LockBit on their blog.

For example, on September 20, 2021, KELA observed the threat actor “orange cake”
selling access through VPN to an Israel-based immigration consulting firm (the
company did not publicly disclose a further ransomware attack). The next day, the
access was sold for USD200 to the actor named chakalaka. The actor was seen
buying and selling network access listings, and requesting hash decrypting
services. Then, for LockBit’s dffiliates, it took around a month to perform an attack.
On October 25, 2021, the victim was published on LockBit's blog (see additional
examples in the chapter “From Network Access to Ransomware Attack”).

In addition to the access information obtained from IABs, LockBit tried to extend
their partnership outside the forums. In August 2021, an offer appeared on their
victims’ desktop wallpaper upon encryption. LockBit promised to pay “insiders”
millions of dollars for RDP, VPN, and email credentials or opening malicious emails
from their office computers. Likely, the offer targeted not employees of an already
infected company but external IT consultants handling the incident. 28

' 3 LOCK[IIFXs])

AR (slU]34 IMPORTANT FILES RXHISTOLEN AND ENCRYPTED!

RESTORE-MY-FILES. TXT

SRR b XPN A 3K L

LockBit recruiting announcement. Source: BleepingComputer

28

2021 Report 27 KELA Ltd


https://www.bleepingcomputer.com/news/security/lockbit-ransomware-recruiting-insiders-to-breach-corporate-networks
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-recruiting-insiders-to-breach-corporate-networks

2021 Victims

Throughout 2021, KELA observed that LockBit published more than 450 victims on
their blog. During the first half of the year, LockBit had no victims posted, however,
their public ransomware activities increased considerably in July 2021, which

coincides with the release of the LockBit 2.0 affiliate program.

Based on their blog, the most affected sectors were the manufacturing & industrial
products and the professional services, followed by the consumer & retail,

technology, and engineering & construction sectors.

Top sectors of LockBit's ransomware victims

Based on KELA's sources

19.40% 19.40%

o
8.19% 7.97% 7.97% 6.03% e 1 2

Manufacturing  professional Technology Financial
. Services Services : :
Industrial Products Retail Construction Beverage Life Sciences Logistics

Consumer Engineering Food Healthcare Transport
& & &

3.23%

Government

Public Sector

The most affected countries by LockBit in 2021 were the United States, followed by
Italy, Canada, and Germany. As previously mentioned, the group declared that

these countries have the most desired victims.

Top countries of LockBit's ransomware victims

Based on KELA's sources

36.64%

5.39% 4.96% 4.74% 3.45% 3.23% 3.23% 2.8% 2.59%

us Italy Germany Canada UK Australia Brazil Spain France
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DDoS Attacks

In 2021, LockBit claimed that their blog experienced a series of DDoS attacks. On
August 18, 2021, KELA observed that the blog presented a log-in "authorization” pop-
up at access. On August 20, 2021, the LockBit representative claimed on the RAMP
forum: "We're fighting a DDoS attack, things will return to normal soon.”

As aresult of these DDoS attacks, in early September, LockBit introduced mirror sites
to avoid such incidents in the future.

ASRLIBIT2.0!
ANTI-DDOS PROTECTION

You will see the LockBit blog shortly

Please wait 5 seconds
MIRROR n MIREOR n MIRROR B MIRROR n
MIRROR | 0o

LockBit’s blog featuring mirror sites

Konnerw, NoKep, CyAR NO OT2bIEaM, paﬁoTaeT oTAMYHO. TleyaneT ToNbLKO TO, UTO Ha canTe Tpeﬁye‘rcn dBETORMIalUMA (MHe

KaseTcd, 40 3Toro eé He Being)
OTBeTUTE
=3 LockBit 09:13:24, 21 Aug 2021
LOCKBIT nMNpogzsey
o Vishka
Bopemca c Ddos atakoM, ckopo BCE HOPMAanM2yeTca,

OTEETHUTE

LockBit says that an authorization page appeared on their site due to DDoS attacks they are
“fighting”
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Affiliates and Forums Damaging
Ransomware

Leaks of Internal Information

Ransomware-as-a-Service (Raas), especially popular in 2021, is profitable for
ransomware actors, but it can also put their operations at risk. As the number of
actors involved in the supply chain grows, the number of insider threats also
increases, as observed in various leaks of internal information of ransomware
groups.

In June 2021, Babuk’s builder appeared on VirusTotal, although it is unclear who
uploaded the file.?® The plot thickened when, in September 2021, Babuk’s source
code for Windows, ESXI, and NAS devices was leaked on XSS by an actor claiming
to be one of Babuk’s developers. The leak has led to the proliferation of new
ransomware groups. As reported, the Rook ransomware group, which appeared in
late 2021, used Babuk’s source code for their malware.?® A new version of Rook that
emerged at the end of 2021 is the Nightsky ransomware, which is slightly different
in design and encryption.”

Karma or not, | don't give a fuck, | won't live long yet, but I'll have time to live like a person)

https://www.sendspace.com/file/fwllvp
dyflgl]kaozzo babuk, babYk, babak - thank the admin and the uncle)
{L3) cache

06/18/2020

278

. Password sha256 from: Raccoon gargle, rinse your pisyun)

154
LuA complaint

0 bulk, Inter¥,3rl1kand 41 more

Babuk’s source code was leaked on XSS. source: XSS
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https://www.virustotal.com/gui/file/82e560a078cd7bb4472d5af832a04c4bc8f1001bac97b1574efe9863d3f66550/detection
https://www.sentinelone.com/labs/new-rook-ransomware-feeds-off-the-code-of-babuk/
https://twitter.com/vinopaljiri/status/1480059715392622597

In July 2021, Kaseya suddenly received the master decryption key for their clients
affected by the REvil attack. The user “REvil” (also known as O_nedoy) claimed on
Exploit that this happened due to a human error: one of the coders misclicked and
generated a universal decryptor to victims who paid the ransom, instead of an
individual decryption key.

REuvil

byte
° After the disappearance of UNKWN, the hoster wrote that the clearnet servers were compromised and he deleted

them immediately. We turned off the main server with the keys on a regular basis shortly after.
Regarding Kasei's key, allegedly leaked by law enforcement agencies, it "leaked" due to an employee's mistake during
the generation of the decryptor.

+ Ouote {—]

A REvil representative confirmed that the decryptor delivered to Kaseya was a human error. Source:
Exploit

In August 2021, Conti had its “manual” leaked by the threat actor miGeelka on XSS.
The actor was disappointed with the Conti operators, who promised to pay
affiliates a monthly fee of USD 1500 but did not rush to pay. KELA obtained the files
designed to teach dffiliates how to conduct a successful ransomware attack —
from finding information about a victim to encrypting its network and stealing data.

&A/g’
K,/
6"?0 ‘ ® Please note, if you want to make a deal with this user, that it is blocked.

m1Geelka
RAID array Stupid divorce and not a job. They recruit pentesters, yes, of course... They gather guys to work out Active Directory networks, they use Locker - Conti.
I'm leaking you their ip-address of the cobalt servers and the type of training materials. $ 1500, yes, of course, they are gaining suckers and dividing the
r Apr 29, 2020 money among themselves, and the boys are fed with what they will let you know when the victim pays. The admin in the chat was Tokyo, his toad was
= cicada3301@strong.pm . Know the faggot by sight! Where necessary, | have already sent the data, so let him change the server data and everything
< else. And for hard workers | drop all training materials =)
All good
Their chat in Tor -
bk7aar42f5nndhxésedgbxy7rijvz4z3hqwfekbhySorv7yq2objaSad.onion - https://xss.is/members/228120/ his toad -it_work_support@xmpp.jp

attachments

Conti's manual was leaked on XSS. source: XSS

Overall, affiliates were mainly responsible for such leaks, which emphasizes some
of the risks of the RaaS model. As ransomware operations grow, KELA expects them
to become more vulnerable to the “human factor”, just as the companies they
attack.
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Ransomware Ban on Forums

Administrators of two Russian-speaking cybercrime forums, XSS and Exploit, made
a significant move in Spring 2021: they “banned ransomware”. It happened in the
aftermath of the attack on the Colonial Pipeline, which took place on May 7, 202],
and forced the company to shut down operations and freeze its IT systems.* The
attack led to a disruption of nearly half of the US East Coast fuel supply and caused
gasoline shortages in the Southeast. Darkside claimed responsibility for the attack,
a fact also confirmed by the FBL** On May 19, 202], the Colonial Pipeline disclosed
that they paid a ransom of USD4.4 million and received a decryption key.3

We are apolitical, we do not participate in geopolitics, do not need to
tie us with a defined goverment and look for other our motives.

Our goal is to make money, and not creating problems for society.

From today we introduce moderation and check each company that our
partners want to encrypt to avoid social consequences in the future.

Darkside’s statement which came 3 days after Colonial Pipeline’s attack and seems to blame the
affiliates responsible for the attack. Source: Darkside’s site (KELA's archive)

On May 14, 2021, Darkside announced that it was shutting down because of
“pressure” from the United States. The statement came a day after US President Joe
Biden said that countries must take action against ransomware attacks.*® The
ransomware group claimed it had lost access to its public-facing infrastructure,
including its blog and payment server.?®

As a follow-up, a representative of REvil introduced new rules for their affiliates on
XSS and Exploit. The rules restricted attacks on healthcare, education, and
government sectors and required approval of each victim by the RaaS
administration before encrypting its network. Then, the administration of XSS and
Exploit decided to step back from ransomware activity on their forums. They
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https://www.colpipe.com/news/press-releases/media-statement-colonial-pipeline-system-disruption
https://www.fbi.gov/news/pressrel/press-releases/fbi-statement-on-compromise-of-colonial-pipeline-networks
https://www.fbi.gov/news/pressrel/press-releases/fbi-statement-on-compromise-of-colonial-pipeline-networks
https://www.wsj.com/articles/colonial-pipeline-ceo-tells-why-he-paid-hackers-a-4-4-million-ransom-11621435636
https://www.wsj.com/articles/colonial-pipeline-ceo-tells-why-he-paid-hackers-a-4-4-million-ransom-11621435636
https://www.whitehouse.gov/briefing-room/speeches-remarks/2021/05/13/remarks-by-president-biden-on-the-colonial-pipeline-incident/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2021/05/13/remarks-by-president-biden-on-the-colonial-pipeline-incident/
https://www.nytimes.com/2021/05/14/business/darkside-pipeline-hack.html

explained that ransomware attacks drew too much attention, especially from law
enforcement and security researchers, and it is safer for the users and the forum to
prohibit ransomware. Users of cybercrime forums agree that ransomware groups
will not suffer from such decisions because they have a lot of PR in news and
established contacts with other cybercriminals.

In reality, the ban affected only activities related to recruitment of ransomware
affiliates and sales or rent of ransomware on the forums. However, ransomware
affiliates could still be involved in other activities like other participants of XSS and
Exploit, just without mentioning the word “ransomware.”

darksupp
byte
L ]

LockBitSupp

byte
L]

=3

LOCKBIT

Seller

MpasunbHoe pelueHue.

+ Quote

Oxugaemo...

+ Quote

“Right decision”, “it was expected” -Darkside’ abd LockBit’s reactions to the ban. Source: Exploit

admin
<forum.status>
0000000000

Admin
© 1136

Joined

Activity
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[lo6poro BpemeHu CyToK,

Mbl pagbl neHTecTepam, cneyuanucTam, Kogepam.

Ho He paabl nokepam, OHU NpUBENKaKT O4eHb MHOMO BHUMaHUA. Cam BN AEATENbHOCTU HaM He CuMnNaTuyeH B BuAy TOro, 4TO SIOKaeTcs Bce noagpsa, Mbl
cyuTaeM He Lenecoo6pasHbIM NpUCYTCTBME HA HalleM (hopyMe, NapTHePOK JIOKepOB.

PelueHo, y6patb Bce NapTHEPKW 1 3anpeTuTb Kak Buj AeATeNbHOCTY Ha Halem (opyme.

Bce TONMKY CBS3aHHbIE C 10Kepamu 6yAyT yAaneHsbl.

+ Quote n =

* advertisment@exploit.im
R support@exploit.im

85 oxygen@exploit.im

R jabber_support@exploit.im
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admin &
- L AnmvHKMCTpaTop

Yesterday at 10:38 PM G I #1
No more ransom! [lpy3bsa, y Hac Ha (hopyme 3anpelleHbl NoOKepPbl (Ransomware) v BCe, 4TO C HAMK CBA3AHO. A
WMEHHO!

* napTHepckue nporpamMmbl Ransomware;
* apeHga Ransomware;
* Mpogaxa Nnokepos (ransomware codr);

Bce Tembl, NoANaga0WmMe Nog 310 npasuno, GyayT yaanedsl. K CHACTbIO, MX 06HADYXWNOCh BCEro HECKO/LKO.
Bonee pa3BepHyTOe 06bACHEeHUe. NMPUUUHBL.

Announcements on Exploit and XSS banning ransomware

In response, in July 2021, the RAMP forum was created as a new platform welcoming
RaaS and offering the possibility to recruit affiliates and engage in discussions and
trades without being limited by any “ban” rules. The forum has changed its
administration a couple of times but remains active as an alternative to other
Russian-speaking cybercrime forums. However, KELA identified that only a few
groups were active on the platform looking for affiliates to facilitate their
operations: Conti, AvosLocker, and Alphv.

Orange 2021-07-11 12:49:06 #1
Admin Bcex npusecTeyio! B C8731 C HEAABHUMK COOLITUAMM 33NPETa PaHCOMA Ha APYTUX NNOWARKAX NPHWNO BPEMA
Reputation: 27 OPraHW30BEbIBaTL CBOM PeCcypC, rae yCnewHnie Nan MOrnk OCT3BaToCH NOA 23WMTOR OT KMaanoBa RaaS cepsucos

u " N BoOBLWE CO3NAHNA KOMMBIOHUTH ANA o6WeHnA, R Kax AAMUHUCTPATOP AaKHOro pecypca D'dl"{jd‘ HauYMHAK KONOHKY

? N S 38TOPCKUX CTaTeN HA TeMy TeCTMPOBAHMA Ha NPOHMKHOBEHMA, 0CBEWAaTs Ty MHHOPMaLMIO KOTOPYIO Bbi He HallaeTe Ha
I bty | ApYyrux nrowanxkax
KT0 7 Takoit Bbl MOXETE NMOUCKaTL B HTepHeTe no ket babuk

Dffline +N - 0 Report Juote

The first announcement of a RAMP admin tying the forum’s creation to a ransomware “ban”
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Avos2, Avoslocker's latest Windows variant, is one of the fastest in the market, with highly scalable threading and selective ciphers.

AvosLocker provides the following services & qualities for its affiliates:

* Supports Windows, Linux & ESXi.

* Affiliate panel

* Negotiation panel with push & sound notifications

* Assistance in negotiations.

» Consultations on operations

* Automatic builds

* Automatic decryption tests

» Encryption of network resources

» Killing of processes and services with open handles to files
» Highly configurable builds

» Removal of shadow copies

« Data storage

* DDosS attacks

+ Calling services

» Diverse network of penetration testers, access brokers and other contacts

Our new variants (avos2 / avoslinux) have the best of both worlds to offer: high performance & high amount of encryption compared to its competitors.

Compared to our competitors, we encrypt the largest amount of data PER FILE, meaning large files are impossible to recover unlike some variants that only encrypt a
tiny section of the files. We also achieve the maximum performance possible on any hardware as our cipher is a software stream cipher and we use 1/0 completion
ports for our threading model.

We regularly update our products (lockers, panel and everything else) based on our affiliates' feedback.

Avoslocker ransomware’s post on RAMP

KELA assesses that the ransomware ban in Q2 of 2021 has not influenced
ransomware programs’ ability to attract affiliates and to play an active role in the
cybercrime underground. Ransomware operations earned a reputation for being
the most profitable cybercrime “business”, therefore, most ransomware actors do
not need a specific platform to attract affiliates.

Despite the ban of ransomware threads, KELA observed ransomware actors still
active on XSS and Exploit buying network accesses, participating in discussions,
purchasing malware, tools, and services to maximize their operations. The supply
chain built by ransomware attackers heavily relies on cybercrime markets and
forums, which KELA illustrates through network access sales as described in the
next section.
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Ransomware Attackers and Initial
Access Brokers

Ideal Ransomware Victim

Successful ransomware attacks are all alike: they start from unnoticed access to a
company’s network. While some attackers get their access stealthily, some use
publicly available offerings on cybercrime forums and markets.

Ransomware actors are actively looking for network access listings on cybercrime
forums to match their ideal victim. Part of these offerings is made by Initial Access
Brokers, who play a crucial role in the RaaS economy. These actors significantly
facilitate network intrusions by selling remote access to a computer in a
compromised organization (Initial Network Access) and linking opportunistic
campaigns with targeted attackers.

In 2021, more than 1300 such listings were posted by almost 300 Initial Access
Brokers. According to KELA's research, on average, it takes 1-3 days for access to be
sold. For USD 500 (the median price for access in 2021, while the average one was
USD 4600), a cybercriminal can gain network access and further compromise this
victim as they like. In some cases, it means a ransomware attack.

Amount of network access listings on sale in 2021

180
140

100
60

20

Jan 2021 Feb 2021 Mar 2021 Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 Oct 2021 Nov 2021 Dec 2021

KELA?Y
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Ransomware actors look for such offers on forums and create announcements
asking IABs to contact them privately and offer network access under certain
conditions. They are ready to pay a fee or share profits after a successful attack
(which can reach up to 10% of a ransom). ¥

In November-December 2021, KELA observed more than 50 active threads where
actors claimed they were ready to buy a wide range of accesses, including not only
RDP, VPN, and other types of services enabling access to the network but also online
shop panels, Content Management Systems (CMS), and more. Based on KELA's
research, up to 35% of the analyzed threads appear to be created by actors related
to the Raas supply chain — operators, affiliates, or middlemen — actively using IAB’s
services.

For example, AvosLocker was active on RAMP and Exploit, expressing their
willingness to buy network accesses. On Exploit, they aimed to buy access to
companies based in the US, Canada, UK, and Australia, with revenue over USD100
million. On RAMP, they narrowed their requirements to companies located in the US
and Canada, with revenue over USD50 million. They offered a fee or a share of their
ransom payment on both forums. Since September 2021, they have regularly
updated the thread, claiming they prefer domain admin rights.

Dec 21

GEO: US/CA
Requirements:
- Fresh

- 50kk+

Payment:

% or 5.

Contact information:

o XMPP: [
« Tox: 9A751ACI0A5F02052 1 EE40D58208C272BD18D2E0CI34ABEDAIBI 18627578095CDIBATE24CEST

AvosLocker Ransomware Partnership Program

th_uix_expand_signature

Avoslocker advertisement on RAMP

Threat actors are aiming to maximize the potential of the accesses offered by IABs
- they look for the highest revenue, promising location, and profitable industry. KELA
explored the characteristics required by ransomware actors over the past months
to compose a specific listing that these attackers are looking for.

37
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https://ke-la.com/ransomware-gangs-are-starting-to-look-like-oceans-11/

The Ideal Ransomware Victim

Based on active threads from November-December 2021

Based inthe US : Has more than Is not from the Most wanted access For such access,

60 million USD education, government, types: RDP, VPN, Citrix, ransomware attackers
in revenue non-proft sectors Palo Alto, Fortinet are ready to pay up to
and Cisco products 1 million USD

Compared to similar research conducted by KELA in the middle of 2021,%*
ransomware attackers’ conditions slightly changed. KELA noticed a 30% increase in
the number of actors indicating their desired location. Europe became the second
most popular location, overtaking Canada and Australia, with most of the actors
listing multiple countries.

In addition, KELA observed an increase in the maximum price actors were willing to
pay for access. In July 2021, threat actors were ready to pay up to USD 100,000, while
in December 2021, two actors stated that the maximum payment could reach USDI1
million. Additionally, 35% of ransomware attackers did not mention the price, but
they were ready to pay a share of ransom.

Geographical Interest of Ransomware Actors

Based on active threads from November-December 2021

65%
55%

us Europe Canada
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From Network Access to Ransomware Attack3®

IABs rarely name their victim when they offer access for sale - otherwise, security
researchers can notify the affected company, helping to identify unauthorized
access and close it. Instead, IABs list properties of a compromised company which
can include:

® Revenue

Size (Number of employees)
Industry

Description

These metrics help other threat actors to understand if a victim is valuable. Luckily,
these metrics also enable KELA to identify more than 150 IABs’ victims with medium
and high confidence levels.

Crasty
byte
™ 29 GuNNUOHOB A0XOA

revenue $29 Billion
https:/fwww.zoominfo.com/c/

‘ Liena 5000$
Lar 1000%

Bnuy 10000$

cryzaa

kilobyte
o0 HE CTOUT NOCTUTL OTKPLITYHO MHDY Ha (hopyMe, OH MOHUTOPMTCS, CKOOK YBUAMLUb CBOW TOMMK B TBUTTEPE

( : + Quote

The actor “cryzaa” advises another actor who posted a link to Zoominfo’s page of his victim: “It isn’t
worth posting publicly accessible information on the forum, it’s being monitored.” Source: Exploit

Network access victim identified as Network access victim identified as Network access victim identified as |

©Fs5 15t 2022 Binsight ##93a7196eb0ff35668 ©.an 315t 2022 Binsight #7427d3fa2a593080 ©.an 315, 2022 Winsight # 111247 4a3040cddce

KELA’s recent insights about identified victims

% First published in KELA's blog on February 16, 2022:
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Mapping Network Access Victims to Ransomware Attacks

KELA observed at least five ransomware operations, most of them managed by
Russian-speaking actors, buying access from IABs and using them in their attacks:
LockBit, Avaddon, DarkSide, Conti, and BlackByte. In parallel with KELA's daily
monitoring of ransomware blogs and data leak sites, network access listings
tracking allow us to detect companies that were compromised by IABs and
ransomware actors. KELA investigates each case to understand if this match is a
coincidence or one chain of events resulting in the ransomware attack.

In various attacks that KELA observed, from the moment the access was listed for
sale, it took 23 to 36 days to attack the company and publish its name on a
ransomware blog due to failed negotiations.

[Avg. 23-36 days]

Listing
access on
sale . Compromising the
network
Selling the
access

%, .
4:,((\ ...... .
& [Avg.1-3 days] .
. @ .
..... ’ 5 e e Deploying
=z ransomware
Receiving ransom .
o .
or i oo ‘ ......
Publishing a victim . Q

that did not pay the

ransom

Negotiating with
a victim

The path from access on sale to a ransomware attack
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Let’s take a look at some of these cases (please note that the two later examples
were first described in KELA’s research “All Access Pass: Five Trends with Initial
Access Brokers”).

LockBit’s Attack on Bangkok Airways

On July 20, 2021, the threat actor “babam” offered to sell access to Bangkok Airways
through Cisco’s AnyConnect VPN. The actor was selling the access in an auction
manner, starting with USD 250 and a "buy-out” option of USD 1000. It is unclear who
bought the access and when: on August 5, 2021, the actor named ellis.J.douglas
offered to pay the “buy-out” price though babam did not publicly confirm this deal.
It is possible that the access was bought by another actor earlier. Interestingly,
ellis.J.douglas the same month expressed a desire to join an affiliate program and
work for a share of profits, which resembles a profile of a ransomware operation.
They started operating on forums as Initial Access Brokers first and later switched
to buying accesses.

Regardless of who bought the access, the company discovered it was affected by
a ransomware attack on August 23, 2021 - less than a month after the access first
appeared for sale. *° Two days later, the victim appeared on LockBit's ransomware
blog. Bangkok Airways did not disclose investigation details, but based on the
timeline, it is highly possible that the attack was performed using the bought
access.

Jul 20, 21 e s » @J ......
“babam” sells . ot .

access to . -
Bangkok Airways . -
g Y Compromising the

Possibly: netwark

Aug 5, 21:
“ellis.J.douglas”
buys the data

-Iv(c\ ------ .
v . * Aug 23, 2021
. ® N Bangkok Airways
..... ’ 5@' e discovers it was hit by
ransomware
Aug 25, 2021 :
LockBt i i e e AR
published the : @a <
.

victim on their
blog

Negotiations
=N R
.
=3 <

The path from access on the sale to the attack on Bangkok Airways
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https://www.bangkokair.com/press-release/view/clarifies-the-incident-of-a-cybersecurity-attack

babam

megabyte
YY) VPN AnyConnect Cisco

Revenue: $854 Million
A3apokomnaxusa TailnaHga

start 250%

step 125%
User blitz 1000%
on 24 yacan.n.c

An actor sells access to a company identified as Bangkok Airways

e bangkokair.com

Bangkok Airways. We Have More Files (Extra +200GB) To Show. And Many
More Things To Say

ALL AVAILABLE DATA WILL BE PUBLISHED !

LockBit claims they attacked Bangkok Airways

Conti’s Attack on a US Manufacturer

On September 30, 2021, the threat actor bye47 offered access through VPN and RDP
to a US-based manufacturing company. No one was interested, and the seller
lowered the price several times. On October 8, 202], the actor framework bought
the access for USD 800. The actor mainly bought malware, exploits, and tools
offering to "work out” networks and stolen accesses.

A little more than two weeks later, on October 25, 2021, Conti already exposed this
victim in their blog. In November, the ransomware operators had started to leak
stolen data, though mysteriously never shared the whole stolen information.

DarkSide’s Attack on Gyrodata

On January 16, 2021, the initial access broker babam, mentioned above, was
observed selling access to the company identified as Gyrodata. On January 18,
2021, the actor declared that the access was sold, while on February 20, 2021 the
DarkSide operators published a blog post claiming to have compromised the same
company.
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Gyrodata’s investigation of the incident determined that the unauthorized actor
gained access to certain systems and related data within the company’s
environment at various times from approximately January 16, 2021 to February 22,
2021, which corresponds with the findings.
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An actor sells access to a company identified as Gyrodata

Avaddon’s Attack on a UAE Supplier of Steel Products

On March 8, 2021, KELA learned that the threat actor thyjew is selling access to a UAE
supplier of steel products. Three weeks later, on March 31, 2021, the company
appeared on a blog of Avaddon.

When talking about network access on sale transforming into a ransomware
attack, the window of opportunity for an enterprise defender is short. It usually takes
less than a month for threat actors to make a deal and perform a ransomware
attack. Before access gets into the hands of a buyer, defenders have only 1-3 days
to understand that Initial Access Broker compromised their company. KELA
evaluates that IABs’ popularity will continue to grow in 2022, along with increasing
ransomware attacks.”

4t is important to note that network accesses are used for other malicious activities and it is crucial to monitor
access listings to prevent various types of cyber attacks.
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Conclusion

In 2021, ransomware gangs continued their evolution towards cybercrime
corporations that employ various cybercriminals, adopt sophisticated
technologies, and extensively use the growing cybercrime ecosystem. KELA expects
ransomware threats to increase in 2022 and ransomware attackers to adopt
advanced TTPs due to intensified law enforcement operations.

Confronting ransomware groups and similar attackers require enterprise
defenders to invest in:

1. Cybersecurity awareness and training for all key stakeholders and employees
to ensure that key individuals know how to safely use their credentials and
personal information online. This cyber training should include specifying how
to identify suspicious activities, such as possible scam emails or unusual
requests from unauthorized individuals or email addresses.

2. Regular vulnerability monitoring and patching to continually protect their entire
network infrastructure and prevent any unauthorized access by Initial Access
Brokers or other network intruders.

3. Targeted and automated monitoring of key assets to immediately detect
threats emerging from the cybercrime underground ecosystem. Constant
automated and scalable monitoring of an organizations’ assets could
significantly improve maintaining a reduced attack surface, ultimately helping
organizations thwart possible attempts of cyberattacks against them.
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About KELA and KELA’s Cybercrime
Intelligence Platform

KELA takes away fear of unknown dark web digital threats all organizations face.
Trusted worldwide, our combined solution of automated threat intelligence
technology and deep staff expertise delivers actionable threat intelligence that is
highly relevant to your organization. Mining the cybercrime underground, KELA’s
solutions reduce your team’s workload while enabling proactive, targeted defense.

KELA's market-leading cyber threat intelligence end-to-end platform penetrates
the hardest-to-reach places to automatically collect, analyze, monitor, and alert
on emerging threats coming from the cybercrime underground. It comprises three
products, each designed with a unique purpose to serve the organization’s needs.

DARKBEAST is KELA's solution for conducting an in-depth, anonymous investigation,
analysis, and advanced research on the dark web. DARKBEAST provides
unrestricted access to KELA’s unique and rich security data lake comprising years
of data collected from the dark web. It helps organizations gain real-time,
contextualized insights into cyber attack trends, and assess the profiles of cyber
attackers. KELA's monitoring and analysis tool - RADARK - takes the intelligence
investigation to the next level by enabling custom, real-time dark web monitoring
capabilities and providing a clear overview of possible threats, along with tailored
threat remediation recommendations. INTELACT, KELA's automated attack surface
intelligence solution for SMBs and MSSPs, further enhances cyber threat detection
with efficient real-time alerts and contextualized and actionable intelligence that
enables organizations to act on threats and maintain a reduced cyber attack
surface.

In conjunction, these products act as a personalized SWAT team working together
as a complete threat intelligence platform for cyber threat detection, neutralization
and analysis. It empowers KELA’s clients to focus on relevant, organization-related
cyber security threats and relieves organizations fromm manually detecting them
amidst the cybercrime underground chaos and the massive number of false-
positive alerts.

Try DARKBEAST for 14 days free of charge today
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