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Top Most Helpful Capabilities for Dark Web Threat Intelligence

Considering that in the last section we found gaps in the efficacy of their current
program, we wanted to know what features or capabilities would help our
respondents the most to be able to use the dark web as a source of threat
intelligence? While different respondents see different choices as beneficial,
here’'s how they ranked overall:

22.7% - Additional training and proficiency in dark web
investigations: As we saw above, respondents’ teams are lacking
trained analysts proficient in dark web investigations — which is
what they believe will help them be more effective in their security.

20.7% - Quickly access the dark web in a secure and
non-attributional manner: Again, respondents are looking for
ways to access the dark web securely that won't compromise
their network or systems.

20.2% - Proactive monitoring of the dark web for organizational
assets by a third-party and providing immediate notification of
a suspected breach: They're also looking for a service provider
who can proactively monitor the dark web for them and provide
alerts and notifications when needed.

18.2% - Searching across dark web sources (forums, paste sites,
leaked databases and data dumps, etc.): Respondents also want
the ability to better search across the dark web, which relates to their
challenges above of having difficulty finding relevant information on
the dark web and accessing various dark web sources.

18.0% - Understanding of vulnerabilities actively being exploited,
including zero day attacks: Finally, they want a way to better
understand their vulnerabilities by knowing what information has
been released on the dark web
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Which features/capabilities would help you the most with effectively use the
dark web as a source of threat intelligence?
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@ Quickly access the dark web in a secure and non-attributional manner 20.7%
@ Additional training and proficiency in dark web investigations 22.7%

Proactive monitoring the dark web of organizational assets by a third-party and

S . L 20.2%
providing immediate notification of a suspect breach

Searching across dark web sites (forums, paste sites, leaked databases and 18.2%

data dumps, etc.) elo

® Understanding of vulnerabilities actively being exploited, including zero 18.0%

day attacks e

Top Priorities for Cybercrime Threat Intelligence

When it comes to the priorities of their dark web threat intelligence program,
here’s what our respondents are focusing on over the next year:

18.5% - The largest segmen is focused on adding additional
analysis capabilities to their dark web program, such as
analyzing images for exif data and documents for metadata.

18.2% - Say they’ll be creating capabilities to regularly integrate
dark web monitoring and research into their cyber threat
intelligence workflow.

16.7% - Since one of the concerns above was connecting safely to
the internet using dedicated machines, this segment will be
focused on obtaining a non-corporate network connection and
separate systems to access the dark web directly.
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16.0% - Next, respondents want to develop policies and

procedures for dark web access in coordination with
management and legal counsel.

program with data from more dark web sources.

15.0% - Finally, an additional percentage want to focus on
selecting a third-party vendor to provide access and visibility to

relevant threats emerging in the dark web.

15.0% - Will be focused on enriching their threat intelligence

What would you say is the #1 priority of your dark web threat intelligence

program over the next 12 months?

20% -

® Creating a capability to regularly integrate dark web monitoring and research
into our cyber threat intelligence workflow

® Developing policies and procedures for dark web access in coordination with
management and legal counsel

Selecting a third-party vendor to provide access and visibility to relevant threats
emerging in the dark web

Obtaining a non-corporate network connection and separate systems to access
the dark web directly

@ Enriching our threat intelligence program with data from more dark web sources

o Adding additional analysis capabilities to our dark web program, such as
analyzing images for exif data and documents for metadata
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Section Summary

From the insights in previous sections, it may be a bit easy to anticipate what
security teams will focus on for 2022. The top capability they want to evolve to
help them become more effective at cybercrime threat intelligence is
implementing additional training and proficiency in cybercrime intelligence
investigations across their team. They also want the ability to quickly access the
dark web in a secure and non-attributional manner, likely through the
aforementioned isolated networks and dedicated machines.

Another focus for the future is leveraging a third-party service provider to do
their dark web threat intelligence for them, including the abilities to proactively
monitor the dark web for organizational assets, and to provide immediate
notification of a suspected breach. Of those who selected this response, 23.2%
are using purpose-built investigation software, so want to look outside of their
company for dark web monitoring. However, another 23.2% say they're already
outsourcing their dark web monitoring — meaning they may not be finding the
results they want with their current service provider, and hope to find a new one
that offers better detection and more immediate alerts.

Finally, their top priorities include building in more analysis capabilities to their
current approach, and integrating dark web monitoring and research into their
cyber threat intelligence workflow — in other words, making their program more
sophisticated.
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Takeaways

Organizations can’t simply monitor the clear web for
threats and leaked data. As new threats emerge from
the cybercrime underground, and as the
sophistication of attacks increases, organizations
need to include cybercrime threat intelligence into
their everyday security activities. Being able to
uncover that data from the cybercrime underground
means being able to quickly pivot to focus on specific
threats, minimize the risk exposure of sensitive data,
accelerate incident response and more.
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Yet while many security teams do have dark web threat intelligence
processes in place with trained analysts and dedicated networks and
machines to their investigations, many do not. Whether it be through lack
of buy-in or lack of awareness, many security teams are blind to the
danger the dark web poses to their organization.

Based on what we found, here are five actions security teams should
adopt today in order to better position them against threats from the
cybercrime underground.

Monitor cybercrime sources for organizational assets

Having a more proactive approach to security starts with monitoring the
cybercrime underground for exfiltrated and released organizational assets. But as
we saw above, organizations who say they’re not effective at doing this lack the
training and skills to perform cybercrime intelligence investigations, as well as the
isolated network and dedicated workstations to perform investigations without
compromising the rest of the organization. Monitoring begins by having safe
access, and knowing what you're looking for.

Keep up with new trends and threats on the cybercrime underground

Cybercrime is not only increasing, but it's getting more sophisticated and tactical.
No longer are we seeing one threat actor perform an attack from start to finish,
either, as many actors working in specialized niches perform each step involved
in an attack — making them more complex and harder to track. Security teams
intent on taking a proactive approach to cybercrime need to keep up with current
trends and threats. This could be through industry websites and publications,
security blogs, and other sources that are actively monitoring evolving criminal
approaches.

Measure reduced organizational risk

You may be monitoring for threats from the cybercrime underground, but are you
taking action to protect against that risk, and are your efforts reducing your
overall organizational attack surface? Security teams need robust ways to identify
and remediate vulnerabilities, assess risk, have a way to continuously monitor
threats, and be proactive in securing every corner of your environment —
especially your cloud environment. If you find your organization’s private data
released on the dark web — and many above said they wouldn't be surprised if it
was — You need to take action to prevent this from happening again.

Analyze adversaries’ behavioral patterns, personal details, and areas of
interests

Monitoring for threats, assessing risk, and keeping on top of trends in the
ever-changing world of cybercrime are great proactive approaches to keeping
your organization’s assets safe. But security teams should go one step further to
“know thy enemy” by understanding the mindset and approaches of the
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adversaries attempting to attack them. Learning their behavioral patterns,
methods of attack, areas of interest, and even personal details will help you better
anticipate their next move — and take action to protect your organization before
they get there.

Define best mitigation actions and act on valid, relevant threats

As we saw above, half of respondents have no documented cybercrime threat
intelligence policy in place. Another action security teams can take to more
proactively protect their environment in a consistent way is to have a strategy for
response, which includes defining the best mitigation actions to received threats.
Additionally, security teams should have a way of assessing, contextualizing, and
validating the threats they receive — and then act on the credible ones. Having a
process in place for mitigation can also help you measure your success, and
iterate towards better results.

Prioritizing Cybercrime Threat Intelligence

Threats to organizations are only going to continue to grow, both in scale and in
frequency. Threat actors are always looking for vulnerabilities they can exploit —
and their job becomes much easier if an organization’s data is released on the
dark web and that organization isn't monitoring for it. In order to proactively
protect data and assets from breach, theft, or exploit, security teams need to
make cybercrime threat intelligence — including training and access — a priority
for 2022.
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