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ACTIVITY OF RANSOMWARE & DATA LEAK ACTORS IN Q1 and Q2 2022
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TOP RANSOMWARE & DATA LEAK ACTORS IN Q2 2022
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The oldest international [Ransomware] LockBit affiliate program welcomes you.

We are located in the Netherlands, completely apolitical and only interested in money.

We always have an unlimited amount of affiliates, enough space for all professionals. It does not matter what country you live in, what types of language
you speak, what age you are, what religion you believe in, anyone on the planet can work with us at any time of the year.

First and foremost, we're looking for cohesive and experienced teams of pentestors.

In the second turn we are ready to work with access providers: sale or on a percentage of redemption, but you have to trust us completely. We provide a
completely transparent process - you can control the communication with the victim. In case when the company was encrypted and has not paid, you
will see the stolen data in the blog.

We also work with those who don’t encrypt networks, but just want to sell the stolen data, posting it on the largest blog on the planet.
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Conti filli% Black Basta & D 272230 Z%EE L TE Y, 2022 4 5 AIZ Conti 3 ~L—DREHFMES

KELA Research KELAY



BT HATHBHZH L7, Z2o&foF T TH4rElT Black Basta OIEHE) & (X% 720 )
LHHELTCWE LT,

“FOR PERU”

MD,S,ELQ@QQ

Q@ MOF - Direccién General de
Inteligencia (DIGIMIN)

Ministerio de Economla y Finanzas - MEF
- Gobierno del Peru

 I'm starting to release the data of the
Ministry of Finance of Peru, do you think
unc1756 will play games? You have 5
days to contact us via DIGIMON chat, we
understand that you deeply do not care
about the data of your citizens, you do not
care about their welfare, and what
happens if | turn off the water or light
supply to Peru? It is in your best interest
to contact immediately

BlackBasta is not conti it's fucking kids
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AVATAR

evang3liya Black Basta 3to peGpenauHr Conti.

(L1) cache

He pe6pea=.4Hr, a noagpasaeneHwve

Kak 1 Hive v apyrue)

Joined Aug 14, 2021
Messages 758
1

Reaction score 281

L Report

ev4ng3liya 73 Black Basta /2 |V 7 Z 7 ¢ > 2" Cliz <, Hive 2D & C<
1327972 & FRL TOHEEFE (/—X - XSS)
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PP EMBONAT — FOXE, 7782, BEEREZBRKE -HETE2L9. o %
74 L7 U (Collections) IZHFF L TW\W&E L7z, 728 Alphv i Z @ Collections DZABHIZ AT
5, 2022 4£ 6 H 14 HIZ Collections DT A biftd bW A /3= a V2R LTWE L, FH
TN—71%, KkEDVY Y — Mgk [The Allison Inn & Spa (theallison.com) | »H 7T — X %45
WMLUCHERAOY = 7% A &L H B, 22 TZOT7 A MR Collections & AR L T\ =D
TY, £ZOHMAY A FTiE, TheAllison Inn & Spa DEELCHEEE N, Hy O NF#RNE
FEEINT%&T X MR Collections THI~HND K 2T >TWWE LT,

Alphv @ FiR DIV #7x%, & HICEL L T2 2B FIEZ IR AfLTWZ 5 v [
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AVATAR

Dear forum users, we bring to your attention our general collection of leaks with the ability to search.
On our resource you can always quickly find documents (id, dI, ssn), accesses, passwords, confidential information about the company and much more!

The information uploaded to the system was obtained by our team from real networks and is not a copy-paste. The search is carried out both by the name of files /
directories, and by the contents of the file, incl. by images

The software can find text on an image, including inside a pdf document.
Examples
Search by company name

t ; JP Morgan®
Search passwords/accesses
Search for confidential docks

nim € K ksby ad.or eal text= "non disclosure agreement"

Everything is absolutely free and provided as is

Alphy D4~ 1—%—73 [Collections )] &7 L T SEH (~/—X : XSS)

Blog Collections
Q_  simple query siring (name + "last name") or path wildcard (*doc*.txt) Search

Holland CPA Data GTCLAW Data nutis.com access

Size: 151 GB Size: 201 GB Size: 2.4GB
Upload DT: Fri Jul 22 2022 Upload DT: Tue Jul 19 2022 Upload DT: Tue Jul 19 2022
nutis.com mail adlerdisplay 2022 Continental Management FS

Size: 7.05 GB Size: 296 MB Size: 114 GB
Upload DT: Tue Jul 19 2022 Upload DT: Tue Jul 19 2022 Upload DT: Wed Jul 13 2022
Continental Management 2016 DUDA_DATA hansa-kontakt.hu

Size: 96.1 GB Size: 289 GB Size: 346 GB
Upload DT: Wed Jul 13 2022 Upload DT: Tue Jul 12 2022 Upload DT: Sun Jul 10 2022

Alphv @ /[Collections) (~—X :Alphv &7z 2)

Conti L. = Xk9%bH

ContilX, TNETCELHOKELETLTCEXIZIN—TD1-DTT, 2022 45 2 TU-H14 911,
ZF O EFREOBITHI 40 12 o TWE L7273, LWV HEH
2R I —EOHREN G -%IL, FEEEE Lo LB Ed, 2B, Conti DIF
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file:///C:/Users/MiharuNakagawa/Downloads/KELA-Intelligence-Report-ContiLeaks-JA-1%20(2).pdf
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2 TCHIREO A E LT, LIAT Conti LBEDH -7 E T 7 #— [Danger1488) 73, [H%y
EOF—LIXy NU—7 DT 78 AZHWIROHERH D] & 74+ —7 4 Exploit THEFL T
W2 Z ERZEF HIVET, Danger1488 1%, 1 HIZE DL L T2 DD 2022 43 A D
BORMREZBHET 2L 910k TRY ., 2oL 5 < Conti HEFEZEILLTHY, £
Dt R I WS AL —
HLTWET, BUE Conti OF —X U —2 7 u 7R R— 2 Vs Ty, Z1—7
FET7 T FELTO Conti MWAKIBITIEERN ZE I L2 W ATREME S Z X HAVET A, [
=T DA AN=F, BUELSI S ERDOT o Ly =T AR = g MBI LT ETS,

BRI L RoT-¥ER

2022 2 WG, T AU T SN =TT =2 ) =7 T =T R E LI ERD |
i, W - TERGEHMIP—EANT U7 A4 0 LE LTz, EFFICHEBREV R E LT,
g« TA TV A 2 ZARBUF « RIS B2 NKROHTZER L LT ELICA> TN D
TENETONET, B 74 7 A = ZALEUF - K. WTRHET L OBLER
FREVIIONDFROER S, EPITHREOER 2805 Z LI 28N Enb, HET
72 —OHTIE Mafzesl S I ENE ARSI THETA, —HOKBREDOR TILZ D
O AL E L TN D LD T,

il 21X LockBit 3.0 ®» T/b—)v ) Tik, EEEEIZOWTUTO XL ICERLTWET,
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https://www.advintel.io/post/discontinued-the-end-of-conti-s-brand-marks-new-chapter-for-cybercrime-landscape

[BEEL ORI E G, RS FrR & DSR2, FF 5 1 (H#E 7>Ou
RN K IET S Z LIZF A S TOFET, <> ELEMOMBHIZONTEH, K
DR T s (KELA 12 TER) Do 35T CHINE LET, LI T

=K HRESN LY, BEARAFIR E . 7 7 A XS TS 5 A — RN

DIRIIES L 5 B COMFEEIZRE N S TNET, <> F—F &5 Ed

T\ ERREE D S IRT S Z SIS TNET, € oo FHRIZ, &

W L DIEEENGTTR T & FJHEIF D D V), F /IS > THBICIR#ES LTS
1T 6 TT, /

TON—E, O T 72— DR TEOLENENL LTSI EE R LTEY ., LockBit
& Karakurt 12U\ 2o CTik, 5 2 BRI D IEERBIHEER O EMER D 5 BRI 50%% . #75
NI TWE LT,

BURF « AP 3ET 2 BERIZ DWW TR, £ D 65%i#87° LockBit ¥ 7213 Vice Society, Conti (Z
LT T LT, FTLZDERTROBBEHEN L >0, KEKR R ALY Lo T
WET (222U BiE, Conti DIRFBICHEZFATLIZETLH Y £7) .

TOP TARGETED SECTORS IN Q2 2022 / by ransomware & data leak actors

6.15%

6.46% Transport & Logistics

Consumer & Retail
4.92%
7.08% Education

Techr?ology %

Food & Beverage

7.23%
Government & Public Sector 16.15%
Other sectors
Loy 16.62%

Healthcare & Life Sciences Manufacturing &

Industrial Products

8.77% \; 14.92%

Engineering & Construction Professional Services
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KENX, BIEFHmEENE INTZEOE 1L o TEY ., 2 WEHICRAELEZT Loy
THEST —H U —7 D 35%1%. KEOMHKIZH LTI ThILCWE LTz, TOHRIZIZI A,

WE, BT H A X VT HRREE ., 2022 45 2 I L ShEO by 7503, 1
BERUMR LR E L,

TOP TARGETED COUNTRIES IN Q2 2022 / by ransomware & data leak actors

4.62%
Canada

5.38%
UK

2.31%

Spain
; i 1.85%
t Australia
/ 1.85%
Switzerland

27.85%
Other countries

\'
6.46%
Germany

37.08%

BABWT UV AT TN —T T —F Y —7
7 N—7 DIEE R

2022 FEE 2 IEICIX, BARWT U AU T TN —TRT = U — 7 T —T RN IEE &
FLTWD Z L biERENE L, 7oAy 71— [REvil (Sodinokibi) | (%, 2022
o AR T =T D A N — S EHGHH S CUBRIT B 242 1E LT E L7223, 2022 454 A
21 BIZF A2 DMTo =TI, A7 V—7) Tor L TEE L CWeTr—4% U —27 7 u 7R EE
LTWeZ eI nE Lz UHiO7FT—2 ) —r 7 r~7 7823 5L HL URL ~
VAV NERET)
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REvil ZMETE L7 & ORIBEMENTR E L CLBE, 20T —% U —27 7 v 738 - e g E ek 03
B STy, £ 0I2INA T, Revil 25 2021 424 A5 7 HIZHTF THEL TV
EARL W< oS TVWET, ZRETHOLE Z A, REl I[ZHSWTWD ZOHiT=72 T
VY ATET AR — a3 VOERITHEDN DO, Z LT REvVIl OfRFEEDEIE L THEE L C
WDHDM, FRE b7 7 2 =5 UEHERITEE L TWERIZV—7 DA 7 7 2FA L
TARL—va rEiEE L TWD00REDRIZONTIE, WTFUZOWTHI LN -T
WEH A,

FF e T, T 72—, O T Rl ORFEEHED 1 A Tholca—H—D > R4
[0_neday (REvil D ¥ 7 N—7"1 —2%— [UNKN/Unknownl (Zf%i> - T 2021 FIZ[F 27
N—=TDORERE LRSTND) | X0 TRy RARBEZEEOY A N—JLIRT +—T L
THEALTWDIZEERALE L, ZOT7 VX —3Fxy NU—I T 7 EREZE D L HE
L. BRENT LT T AR —3 g VB L TWEO L) IS TWE L2, »
DTREVIl DARL—2 g VZBIMLTWe 7 4+ —F Aa—WF—RZ D7 7 X —OFERIKG L
TWRWZ D, ZOT7 7 X —3R-5 L LD REvil AL — 3 v LEBE#EA N O & Eb
WET,

Stormous &, —HOFEMKIEZRE TIEEIZ B LI Ny 1 —7 L —7TF, [T V—7 138
<L H 202144 HnBIEEN L TEY . A SO Telegram 7 o /L THEERMMZ AR L CvE
9, Stormous (ZT7 UV LTV ET FIN—TZERLTOETN, [T L TELMBEDT YA Y
TTRHLON, XL TELLLHOBEORICE LT AV T 2R ETHAL TV D
OIHGNER>TVERA, TERZA—TI1F, ThE THEOGAMBRICK L THx®R%E
Tl L FRLTWETR, ZRODOHBENERATONTZDONITHONT, [EUX S HERED
NTWET, SHERAIV—TBEERBO LD E LTABRLET —Z0— iz onTh, BE
W=7 =27 ETRABESNTWHERTH -2 EHIHL TVWET,
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https://twitter.com/jakubkroustek/status/1520135975262957568?s=21&t=5AwrLcb8TAikwW5QAy4zDw

2022 455 2 U Stormous AMRATZ IR LA AMMBO 1 21k, =24« 2—F Tl
2022 4= 4 H 19 H., Stormous IZH 5 ® Telegram F v > 1 /LT, ROER & T B ONT
KEZITH->TEBY, 2l a—=J4F ZOREFRTENISEINZbOLEDbREYS, £0D
%D 2022 44 A 25 A, [AZNV—TE=ah « a—F4OY—_"—ITARET7 7 EAL T 161G %
WA LDT7T =22 Lz FRL, BWFEMERTEADIITT -2 2 /ED L bRIRLT
WE L7z, LaL 2022 45 H 10 HIZIX, FZV—713H 5O Telegram F+ > /L CIEE %2
RIELTWEEZREL, bbb 20 3 BEEBICIIHNGEEIZHAL T, CRESAN
FFA, S—0H LWL EHEEAMET S LESLTWELEL, L2L, Stormous [TZUIE
CIERITEE L TR O3, IREHBLRRICHE 7 — 7 sk e LTAB Lizoix, v H
RN DxTr V=7 Vo TEFENHOR LIRS THET,
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STORMOUS Ransomware

Dear followers we are back with a message for you

After we finished planning we came to the useful conclusion that we
will promise that we will destroy all the different companies in the
USA the country of Vietnam and the country of Peru

we will publish their lies and perhaps get special permission to enter
the Peru government to publish large samples of sensitive information
about their country and expose the lies of this particular country We
will confiscate all their data and the entire lives of government
members in a pdf file and their files will be private and
confidential

Do they support terrorism ? Sorry we've gotten into the details
but we promise in a few months we'll publish everything for you.

As for the United States of America we have not forgotten it We
also added (Vietnam and Peru ) to the victims
#wait for us

? 36 8 3 T2

Stormous IE BN & XK L TV S KR

Stormous & [F U< Lapsus$® . AAMEMKICKT o HBEE FRT H70—7 L LTHLATNE
TR, A7V —7I3ALERBREER N I — I NV —T LT 52 ENTEERATLE,
Lapsus$id 2022 4E55 1 WU A > TLARE, 2022 4F 3 HIT A v =2 4 S5 £ Tl
M ORERFAEEDDLZ LI L TWE L, 20 2 Lo, R7r—7o 4
DT N—TNTERELEDER L7228 F LTS OfkER
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https://techcrunch.com/2022/04/01/uk-police-teenagers-lapsus/
https://techcrunch.com/2022/04/01/uk-police-teenagers-lapsus/

PO TZ Lo THVET, LALIZDH 2 W, RIZV—TDA"—=ThHholeT
7 % — [4c3] NIRTEEhZFPBH L TWE LTz,

2022 4£ 2 A O T, Lapsus$id Nvidia #E1Z%0 9 2 BEIZHOWTHAT A A I L Tk L7zas,
FD3IAK%ERDH 202245 A 9 H, 4¢3 2’ Nvidia t-0 IT)h— Ko o=7 L7y —AL0UxT
D7FNVHE] ZFIALTNDEHE L, TNOLD T VFERGETED L ERET LA vE—Y
AR LIZOTY, LTV R, 4¢3 132022 4F 5 A LAY A N—J03E 7 +—F A TIEE) L TV
W2, Lapsus$ 3 iEEN & FEBE L7z &I 2 IZI3RTEEBERI O R IR 0 F 7,

4c3 Posted 2 hours ago
byte
° Hello everyone,

After some arrests, we decided to break our deal with nvidia, they were
supposed to pay us 500k, splitted in 3 parts. 25K now, 225K in 6 months, and
250k in a year.

Paid registration Cause of arrests we can't get in contact with Nvidia. Hopefully, one of our
o3 server still had the sources.
9 posts
Joined . .
05/15/21 (ID- 116589) That's why we are selling NVIDIA hardware & firmware folders.
Activity
xakuHr / hacking Our only proof will be this signed file using the 2018 certificate[1] (revo ‘

which wasn't included in the first public leak.

4c3 73 Nvidia f1-DN— D7t 77— A DT 7D 7 4 /L5555 DICH LR

SV AT TAN—T OB RIS FIE

F70 2022 EEE 2 WEHNCIE, —#OT—F U —27 T A—TPHI RIS ET NV EEANL TR
D, YA REDPEA DO 2T N EZRIT TODRT RO N A FE LI,

RansomHouse| %, T HW\Wo7= 7 —7M 1 D|25%4 L £ 7, RansomHouse DILE)A 4]
iz DX 2021 4 12 ATTHR, RIZNA—TOF—% ) —r7 7 a ZBNERLINTZOX
2022 4E 5 HIZAS TN Z T, A7 A—7BN7a Bl L T L RHICE D &, %5
HHIIEELZOLDIMTL2HELIToTELT, MOF A N—JRENKEL THRLED
D LB WHEMROT — 2 %A L\ E3, RansomHouse D7 1 7 Tk, [wiE{b) &

(V=21 &) 2 MEHOT—=ZNEVICHSATEY, Sk & V=27 3xo7r—
Z G LIERORBEFEEZ R L THET,
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https://www.bleepingcomputer.com/news/security/new-ransomhouse-group-sets-up-extortion-market-adds-first-victims/

©RansomHouse

Below is a list of companies that either have considered their financial gain to be abowe the interests of their partners / individuals
who have entrusted their data to them or have chosen to conceal the fact that they have been compromised.

Advanced Micro Devices, Inc

https://www.amd.com/

(& 12591 Status: EVIDENCE Action: Leak Action date: 05/01,/2022

RansomHouse JSaIroNF L 7= 9 E#%

RansomHouse X, HHDOYA NTHSGEDZ L% [TrDfHEADaAI =T ] LRBEILT
BY . WEFLWEEMBRO WL 3ET L) LA LTWELE, TONEICEDE, Y
=TS L EMMDOEE LAV ERD, ToRERER ) A TREREZITA
HEIOMGEFIHTTHEN) Z&TY, £72 2022 £ 6 A 25 A, AZA—T7ZHLOD
Telegram ¥ X T, [HGEZT VLU ZT 70— T, BebEELZ T -4-
BIEEY — LV ERETERY) LESLTVELE, LLEO—-FT, ZRET
RansomHouse 723, [T %Az T ZRIATLZ L HL YA NIRRT N—T L= F—
VT RN L) EREEL TV ELHERENTVET, £, FAZAV—7BHELDOY A
FTEALTWD T4 OFMEMIES, RZN—TRT oY Lo xT TN—TR 80/ — |
T=oH RGO —MEZTWMDDNLE NI JIZHONTH, HLNZIER>THEEA, L
L. %A =407 /L —7 [White Rabbit (/~v 1 —2 /L —7 [FIN8] & T N—"7)
DR LT E AR AEZ DR Y, RansomHouse 3 White Rabbit & Bh# 34 5 L 9 T,
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https://www.trendmicro.com/en_us/research/22/a/new-ransomware-spotted-white-rabbit-and-its-evasion-tactics.html

HELLO Client_Name

If you are reading this message, means that:
- your network infrastructures have been compromised,
- critical data has leaked,
- files are encrypted

AT ATATA A AT AT A AT AT A A AT A A AT ATAA AT AT A AT AT AT AT AT AT A A AT A A AT AT A AT AT AT AT A A AT AT AN A A A Y
" a”

a"f Welcome to the Ransom House

arf You are locked by a"f

a"f WHITE RABBIT a"f

a"f Knock, Knock. Follow the White Rabbit... a"f

anf af

a"f [AYAN a"f

a"f (-.-) af

a"f )" a"f

anf af

A" A" AT A" A" A AT A" A A" 4 A" A" 5" 4" A" 5" A" A A" 5" 5 A A 5" A A A A" A A" A" A"A A A 4 4 A A" A" A 4" A" 4 4" 5" »

The best and only thing you can do is to contact us
to settle the matter before any losses occurs.

RansomHouse * White Rabbit & X - (>/—X : Bleeping Computer)

2022 4 4 A LIFE. RansomHouse |ZH H D7 1 7T 6 DO EMMZBH L TV ET, &b

U< fofft S 7o sk i, RENSHLR 2 & < EERA 8842 [ Advanced Micro Devices
(AMD) | #:T& Y, RansomHouse [Z[FthD7—% 450 GB A L T\ 5 & FRL TWVEL

oo ETRZN—T1E, 5D/ — =23 1R/ LB NTWE LT,

T 2 CHIRTZRV R E LT, RansomHouse 23 E/k 2 A L TW D<=V D7 WA d, T
YLy xT 7 —7 Hive BEEFEAMMBEA R L TN LT R RX=VDTHA L LEUTND Z &,
% L RansomHouse D[RI— Y O&EFEIZIL, Hive ERITL 2 2O HA (BEMMTOIZH &
HHMN Y —27 Sh-H) BEBESINTHnD W) ZERFTFoNET, LALInETHED
Ay BT N—=TDOORMNY ZRRT D FRIIER S T EE A,
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https://www.bleepingcomputer.com/news/security/amd-investigates-ransomhouse-hack-claims-theft-of-450gb-data/

RansomHouse

Dear clients, we want to warn you that a number of scammers have
appeared on the market saying they provide "ransomhouse
ransomware decryption services” like:
https:/fransomhunter.com/decrypt-ransomhouse-ransomware/

A few words from our side:

1) The is NO "RansomHouse” ransomware, we are not using any
ransomware at all

2) Our clubmembers who we have partnership with may use
various tools, but there is MO way to decrypt the files if they were
encrypted by them unless they provide the keys. There's just no
feasible way to do this

3) DO NOT trust anyone, no third-party can help you with that. You
will only loose precious time and money.

RansomHunter

Decrypt RansomHouse Ransomware - RansomHunter
RansomHunter has unigue solutions to decrypt ransomware files
on any device. 5tart the free diagnostic now!

b}

AV A A WAL

RansomHouse D7 2 5% —75 [ 7 7 4 L DIEE-(LITITH20 ) EFFEL T B K5

T oz, Bt

AIZIEE) 2 BA6 L 72 Tindustrial Spy] 23z binvkd, FZ7 L —71%, B¥EO IT

IRIRWINASET V2 R L TV D A N—JLFR 7L —7 L LT, 2022 4 4 /] 18

AR AF(E

TOMEIIMEAEM LT — 2 2GR L TWD EERLTEY, AET 7 B R EMEDT -4 %
T Bo~—ry N7 LA RAEEE L THET,
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Industrial Spy

INDUSTRIAL SPY

i welcome iy

There you can buy or download for free private
and compromising data of your competitors. We
public schemes, drawings, technologies, political
and military secrets, accounting reports and
clients databases. All this things were gathered
from the largest worldwide companies,
conglomerates and concerns with every activity.
We gather data using vunlerability in their IT
infrastructure. in their IT infrastructure.

Industrial spy team processes huge massives
every day to devide you results. You can fid itin
their portal:

LIMK »j:" (Tor browser required)

Ve can save your time gaining your own goals or
goals of your company.With our information you |
could refuse partnership with unscrupulous
partner, reveal dirty secrets of your competitors

and enemies and earn millions dollars using
insider information.

"He who owns the information, owns the world”
Nathan Mayer Rothschild

Industrial Spy J3iEFIE 7 — 5 DFEHEZIEONDNT TS K Fs

Industrial Spy OFIIIC L D&, b D~—4 v M TIEHRERNZOMFEIIE T LI T A
(premium) | . [ (general) | . THEE} (free) | @ 3 DIZHFHEEINTWET, 7—4
NV HEHEINDE, FTHRAO 1 HEENE TV IT A OB g JCRREI., SREREE
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TRV EhET, LT —ZICHIRZRSRWEEIE, £k @) &7 v a v~ BE)
S, EBETTCRYICHENET, %D HEH) B2 a T, 2—F—2NERTT—
BuaAyrun—R 52 LIRTE MM THET,

FTaxPNZo~—07y MZOWTHathz#EDL A ZhbDkr g TEVICHESATY
BT — X TAEFED WL DT, I Hive X° Vice Society, Conti, Xing 72 ED T Ay =7
JN—T7R, Marketo I UHET LT —X U —2H A4 M CHEFEMEE LTl niad
EThHoTZ ENHLE LT,

ZOX—oy FTTF—4# %530 STV D HEMMOKRN-% . Industrial Spy H SR KE LT
WDDMNEND SIIRIATT N, —HOBEICHONTIE, VA NRX—JIRT 4+ —F LR HE
Ny NT—=0 7 7 RARRI L e T 7 B A2 WG Sh, BEINLH T, £
DO—BlEFFTHEL LD, 2021 4 11 A 24 A, Fexix, BT 7 % — Tlinstruktor] % KA
YDAT AT =T 4 AT 7 /a0 —RBE~DT VT EAZREDICHLTNWDLZ LR LE
L7z, Instruktor i2X % &, ZOEEOULEIT30EK KLTHY . TG 1T VMware Horizon
ENLET 78ATHDLENWS) ZETLEE, Bxld, instruktor 32 DEZEIZOWTAB LTV
eiEHR (SRS 28 &6 LICHEZIT /R, 7278 AZR 0 ICHIhTW
72X TFraunhofer Institute] #:Th o7 Z LA ZEEILOFE LTz, ZDO7 7 EBRIL, BAMHE
1,500 K B TA—27 v a BT TERY HEh, TORPERD 2022 4 4 H 14 BT,
Industrial Spy O~ —7 > FCRFLOT —# Bl Sn2FEE 2D £ LT,

R, BWAPBELTOWAMOEF T, 77 BABEICHIN T LI EMRBS AR S
HETOTa AT 1 I ARRETH Y., Fraunhofer Institute 1D 7 7 £ ZANFE D ICH & T
725 Industrial Spy D~ —7 v MIBET 5 £ THRHEEL DN TWDLHDIE, &5 EWRRT R E
XL EZET, TLTCZOHMOE S5, Industrial Spy 2MtLd 7 /v—7 L3difs L Cuiz &
LChH, HORBEHIFHEZFIATL THOHI AR - 721% T, Industrial Spy 27 —# ZE L7
EWVWOHREMERA B A BN E T, AL BEOKBEEIL, T KM Fraunhofer Institute 1725 &
REEZZITIA D ERB, 20%, N— =% RO CRHOT — % Ik 2 2 Lk
bibotBbhET, BidROEY | Industrial Spy LRI CEOT —X¥ 7o —h—Th D
RansomHouse 7% AMD ft-OF7 —% Z A L7=D b, 5D /3— hF—238 AMD fLICRIET 7 &
ALV FH ER>TVET,
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F 725U ClE. Industrial Spy DE A A ENRIFIEHEICL - T o ZODOHRAEA
FlIX, RIZNA—TNRT—=ZOGROHR LTS BIToTHEY, EIICHLOEINEZEZ D
DHHI EETELTWE LT,

S . S— . ] 1]
Q. S
Revenue: $648 Million Dote: 06/29/2022 1102 Show/buy files

WP e pevelopment Size: 5618 GBytes
a Country: United Kingdom
A Revenue: $6 Million Date: 06/14/2022 2255 Show/buy files
WP 1o vonurocturing Size: 4478 GBytes
i Country: USA

~ Revenue: §1Billion Date: 06/13/2022 05:33 Show/buy files
N Type: Size: 505.4 GBytes
P Country: USA

_ Revenue: $522 Million Date: 06/11/2022 09:59 Show/buy files
w Type: Size: 83,8 GBytes
- Country: Canodo, Germany..
K5 Revenue: $8 Million Date: 06/11/2022 09:32 Show/buy files
W e ey Size: 4203 GBytes

Industrial Spy @~z 2"

Everest H, Uik FIEAER L CWET, M7 A—7 1%, 2022 45 2 D & pilu - & [/ U F
ETCRy NU—T 07 78 A% MG L TWE LN, &F 2 WEIEEEDOT — 2 ZREL L9
ETDHTREMENHLONE L, TO—FlAZET THEL L I, 2022 45 H 27 A, FHxlx
A O F T, Everest DA XL —X —NA X V7 ORGEREICEAT 5T — X 2BV ICH LI &
AR LUE LI, ZOM¥IT 2021 4212 H 22 HIZ Everest D7 — & ) — 7 H A MZH#isn T
WE LR, 8o < BEMTFRGE Dol bt BbhEd, Z0#%D 202246 A
14 HIZiE, Everest |2 DMEDT —F I D 7oDITH - 2B A B L Tk, £O&
RO T MREOFEM] & LT, ERERCEREDOA X ) 7 AEEA - —ICHELZH O
EENDXEARNHLTWE LTz, B, ZOMRET —¥ ORFEMKIL 3 KL EZRoTH
* L7,
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https://www.bleepingcomputer.com/news/security/industrial-spy-data-extortion-market-gets-into-the-ransomware-game/

AvosLocker Z X U T HZFDOMD T o LT T T —T7% HREOERLISNZAT S D
WS FHEEZGIEHERALTRBY, 20ER2FOIL,. FREE2 XL DRPoT-BEDT— X %
YA NR—JPERFICIET D VNI D TL,

® AvosLocker

o All data 1s FOR SALE. Contact us with your offers. We only sell data to third parties if the ow

Avoslocker 73 IET 2 B X TAFELET—XZ580IZH L T3

FloFxld, Quantum D3ET7Z e FiEE TTP (Bl « #0iy - FIE) IZH) AR Tnbs Z & b3ER
LE LR, ZOFHhFELE, #ERKROT — 2% —HMAR LE®E D, SI&EFREDK
PWEERTDHENIBDTT, TO—HIZZHFTHEL LD, Fxld, Quantum &7 AU 7
AREREENEDOIET v Y ¥R (Florida Department of Veterans' Affairs) ®F v > k7
JEHATHZ LTI LE LTe, Quantum £, BHDO7 v 7 TZ DX (Florida Department
of Veterans' Affairs) O4 Z#EMAE L TAERT 20A2 067, T TICRZROT —% D—
AL TWE LR, MANZOFT ¥y hONEEMHRLTZE Z A, Quantum H35] X X [A]
IR L, BOEICER L THREZ A KOERL TWEZERAHLNERD LT
(BT, ER2 72 ORHE<TedboafRe L BbhEd)

LT DY TT I A—TF OB, FRSEERT oI (5 —2 2008k 5 FiE) 2%
5LV ZEITEESTITVERA, #o1E. [bob@BERFRELFITAND FIE &
BB ARTWES, Z2O—fFlL LT, mUICHE LTAER L ITNOREZLET 5 L0
O FENETONET, 202245 H 14 B, Fix i Hive DREH L REDOH~Rx—V KA 7
TH—ERFEZOF vy hAT 7 EBATHZ LK LE LT, ZOF v v FOH T Hive (%,
WHIRE 7 N— T IR EOREREFEBT 2 KEL T b0, TOEFEFESEFTMEAL TN
ESXi —"—=RNZ DY —ERAFHEEZDOA 7T ETEHRIN TN LD, IEEFEINCx
LDHEOWBET, 2OV —ERAFEFEOXY NT—JIZbT 7 EATEDL LI TR &b~
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TWE L, ZLTZOREDE, Hive ITEEFHIT &V —ERAFHELZOH HIZHEEZER L
THEY, D &b —HFOWEMMSE» S IZFRED L NEZ TS LIk L TWE Lz,

2022 £ 2 Ml HEhi-Rry NU—72
TR

2022 FFHE 2 DM, Fex MEERL L7zpash (Cry NU—2 7 72 R) X550 M. ZOALRT
I LA CRI66 HKk RV ERD E L, ZO&FIE, 1R E T 5 & RE WL
TWET (2022 45 1 WWEHICTEY HENTZT 7 & 2 O LG O G FHIA 110 KR
V) o FloL R0 HENTW R O EAMMEE L. 5B 1 TUEIAEIE 3,000 K KLV TH-T=D
(% Ly 55 2 DU 1,500 K R &7e 0 & Lzas, HREICOWTIZE 1 JUE123 400 %
KoL, 852 U 300 sk R &7e ) | RERBIIFIRONETATLE, LER>T, 8 1
VAT D HENT=T 7 B A8 2 IEo L0 L) L EEETED 72 b 0D, 2RE 7 E
MITIFEFRCTHHEFEZXDHTLE D,

2022 FEF 2 NS W H SNT= T 7 B ADDE A d -0 OFHHEITH 184 thTH v | 2022
EE A IPEEICa T E R E Lz, 2O 1 IWEEL, 5 2 IEHonwThofss ., 91
TIRR e Tu—=R—0O~—27y FBA#EE 1T FOMICRESERLEZEEZRLTHET (1)
W7 7 A« T o—0—H 2021 4£55 2 TEHICFE 0 ITH LTV T 7 & ARES O80T A
100 fH:A)
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ACTIVITY OF INITIAL ACCESS BROKERS IN Q1 and Q2 2022
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Flo, mhHESnNTWET 782D b, Al &b MBBRIRTEE DT 7 2 = bRl &
WESNTEBY, 772ARRYIHINTOLLEVIROND ETOYEEAEIL 15 ALY
Ll BREENRH L TWea A M EOFRICES) . HELIZTHERELTREIAE
R, BTOHHT 78X « Ta—h—3, FEmORETE T Z2ART LD TlEnens =
ETT, ZOLEDIDO M EVIETIL, BEAINTT 7 EADSHL ETHREMAHETHDH & HE
fRL TR BLERH Y £,

PRICES OF NETWORK ACCESS LISTINGS IN Q1 AND Q2 2022
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T 78 A« 7a—h—0NEb% <580 H L TWepimOfHEIZ, RDP X° VPN 24 L7727
BATHY, 52 WS 2k TERERIC, #5725 Citrix #:X° Fortinet £, Pulse Secure ft,
ZTLTENHEZED VPN RBIZOVWTHEICER L TV ORI MBIESNE L, £L20%
2 P12 iX, Confluence Server X° SonicVPN ZHEH L7=7 7tEAXH TR FAD ] LTE
D ZHICOWTIIBAREP T AR LI MEsa R IR & 72 - T, RIS TWDH H 0 L
PIhET,

52 H U N oI 78R - Ta—A—

2022 FFH 2 TEMIC Ry NI —F T 7B AZTEOH L TOWBIRT 7 2 —0%ux, F110 AL
7200 B TPEIICIEEE VA E R Lz, F2, B2 WEMICR B EL T 782 %5ED
ICHLTWEIT 782 « ZTa——0 B3 NE, Wb 40 L Lo T 7 £ 2 %550 12
HLTWE L,

zirochka

zirochka (X, 2016 £ 7 A O A N—JRET7 4+ —F LA TIEH L TWETRN, Xy NT—7 DT
7B AZRGE LI T-D1E 2022 -3 A6 T, BH . zirochka |Z R A A VEHE E 7213w —
HNOEREMEREH T DIHA~D RDP 7 7 E X% | AMEME TRV ICH L T ET (K
RIFA—7 v a VBT TR Y . BRAAERSIERER 100 K VRN . 205 2 M
LR LB 30T 7 v AERTE L CWE LT,

yesdaddy

yesdaddy iZ, 2022 43 H/2 % VPN X°RDP %41 L7277 7 B A Z#FEMINICARTE L TR Y, ZihvE

2iF TREDT 7 2 22 EMRITHEA L TSN OBEZIRL TVD ] LESLTWEZ LD
MR SN TCWEd, 7ok, [Saprano) DY RA4 %> Cnba—PF—2nE#HL T\ 5
Befi L. yesdaddy OERRICITHLLENH D Z Linh, Fox ITHREOHEE % H - T yesdaddy
2% Saprano £ W H NV RALTHEBI 27> TWD L0 &M L CuwWE 9, F7- Saprano 2
AN IRT +—T JMIBIM LD 2020 FOKRTHDHZ D, b LI OWENE U AP T
Ho TG AL, A NG T +— T AT 5 yesdaddy DIFENEIZ LV Bnbo L £7,
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orangecake

orangecake IX 2021 4 9 HITIEEN 2 BHAG L CUABE 7 + — T A CERWEEHTAZZ T Tk, T4
AT T N—F LI EZ L > TS Z EBERENTWET, 2021 4 10 AiiE,
LockBit 2314 AT TNV OHAEHEICRET 7 A Lz EERELTWE LR, ZORET 7 ®AIX
orangecake 723x7¢ L7277 8 A ZFH L YTz b D & BbivE+, orangecake 1%, FIZ
VPN 24T L7127 78 A& MRoE L TR Y . £DO—E T Fortinet A L TWET,

BRI L INE - E57

551 U] & RIRRIC 2022 4R35 2 UG . KIEDGIHIY 78 2 « T o= —2iER L Sn-E
DO LETR D (BEEMBROK 20%) . ZORIIET 7N, 7T A JEH, A4 XV T B
WTWET, FxITFEOH T, Tzirochkal EA4AFTLT 7 X —NT7 7 M3 T 50 % &
HDTEY, ZNETIET I INMVEEDOR Y NT—I T 78 2% 20FLLERVICH L T2 &
EHEGRLE L7z, H2 MPEHICEY HENTWERy NU—2 7 7 820K 43%1F, T 6
(> 7 5 OEx OMBETHEASNTIEY, B 1 REHIC Ry 7 5 OEx RO TWZEIGIC
TWHEF Lo TV ET,

Elo. WHIT 7 A - T o= —ITAER L SRIEROE 1 A0, BhE - TR THY . T
YL TT TN —FIHER L SNTEEROE I B LE L,

TOP TARGETED COUNTRIES IN Q2 2022 / by Initial Access Brokers

3.8%

3.98% Colombia —

Italy

3.62%
Germany

3.25%
India
2.89%
Spain

4.16%
UK

4.88%
France l

2.71%

7.78% | Australia

Brazil .

21.52%
us

27.85%
Other countries
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TOP TARGETED SECTORS IN Q2 2022 / by Initial Access Brokers

9.58% 8.32%
Manufacturing & Technology

Industrial Products 7.05%

Professional Services

| 4.52%

Government & Public Sector

4.34%
Consumer & Retail
45.93%

Other sectors 4.34%

Food & Beverage

4.16%
Financial Services

3.98%
3.8% Education
Transport & Logistics 3.98%

Engineering & Construction

AREROWTHEERT 2087 7 €2 - To—h—

2022 4EEE 2 TP A L CRONZMED 1 & LT, AT 78R « T a—0—2NEc%
REanffaggtbor 7 27 a A a2 EeNnTER L, Ny FE2ETTOWRWEEOR Yy U —
JEEHIZLTWD ZERBFTONET, 7T 78X - Ta—h—i%, fkxRFOTRED
Xy NU—JBRELTEBY, TO—2L L TY 7 VYT ICHEET DB T 1 MaggtEoRE R
Dt OFEARET oNE T, Eu T o fggstto= s 27 a4 ~ZHIET 2 OIXREE R E¥
TN, Vo T AL WTIE, X274 7 v 7T — FEaERT = v 7 LT, #HOh
ANy TFHMHTHZETIV AT ZEBTHZENTEET, 2720, ETORENESHIC
Ny FHRBHATEDLLIFRERNTZD, YIIT 72X - 7o ——|l& o TKHEF v AL
LHIFHINAEFENET,

ZO—FEFEFTAHAELL I, [riz) (X 2019 FEBIFE L TEHY, 74— A XSS CTHIEH
ELTRWEHii 23 T\ D 2 —F—T9, 2022 4 6 H., Fx L Z D2 —F —7 SonicVPN %I
L7277 A 30 #f & Microsoft Exchange # 4t L7277 A 50 f %, [FHEEIfEx =7 27
oA R EHOETHRIICHL TWZ E 2R LELTL, LNLZED 3 I HATORRT rliz
I, [CVE-2021-42321 (MicrosoftExchange Dt = U 7 ¢ LOMagsMk) o=/ 27 a A b

ZIRFETEDHERFLTVWLEDOTT, ZNUHLDOFEEELZRELTELDL L, rz X CVE-2021-
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42321 ZEBRICEFACEAMBEHO 7 270  aFfoTEBY, %45, rizELFDOZ I AT
oA FNEFEHALT, 778 RAZRSE T80T EZ52 LR TEET,

F2R T 2022 4 6 A, rz [ZKERE~DT 77X 50 f (T 4vd [Confluence) #%H)
ZEDICHLTEBY, SHICZORHZIEMES 2K 1 TEOY A MBEDICH LTI &2
R snE Liz, riz DA LA V—rvay heERDE, 20T 7 % —3, Confluence
Server & O* Data Center (2584 RIX T B A U E— b 2— RETOMEEIME (CVE-2022-26134)
S TH—=N—=IZT7 7 BALTWeZ LR 3, L5 &, rMz235E0) L TV iEss
RIRARD Y A ML, 26 < ZOMH EABERTE 2MANEENR TV L BbhET,

Z DM AR OFEHM NI FE T2, 2022 £ 7 AL rlz BHlloRFETEED X v b
(CAFET 2V E— b a— FIETOMRHEZZY ICH L T2 Z EBRfEB SN TWET,

ZLTEDO—FT, WL T7H, Tnopiro] E4FDT 7%= Triz B350 H L T2 Hagsik
Bz (V=295 EFERLTWEZ PR SNE L, £72Z DR nopiro 1, 2DV
F— b a— FETOMHEMEORELZ T D L BN oE¥ESE URL DU R ML TWE LT,
Fex NERLIZEZ A, ZOFE r1z X nopiro 28R L TV zifiggttix, [CVE-2022-22954
(VMware 1% Workspace One Access }2 O Identity Manager (252288 % KX Has5ME) | Tho
EBbhET, k. FMESIMEIC OV TR, BEIC PoC (ME&SERE) O =— P3RS TW
e I

FxDmBREY, FUoHAUZT AR —F =T =) =T T V—TFH T R - T
0—H =BT 7B RAEWA L TWETD, 2%IF (4T HWATELT 78X OR
RO BTERRER ICET WO, EERICEMTRR = A7 a A M BEOLER LT
AIREMEAN D 0 F 3, WTERIBER ICHT 2B WM E LTI, FE OMasatEiz st L it Ze 65k 2
BoTWRWEEDY X MR EPFTONETN, £I50ol U A M, kDY —A00 X
BLEY—=NEffioTA U=y NeAX Y VT DT TERT 22 ENTELDTY, £,
EBER TR =7 27 v A bR, BEROMHRMEEZER L LS LoleT7 7 ¥ —1%, &
D IR A FATT D 2 LN ATRE L 72 0 £,

FZLTHANRNRET =T NI, Fo VLT T 2—L8T 78X - 7a—0T—DN
FHiz, TH0 o a G T o5 o TnET, TO—flE LT, lTwisequy0l) &4 %
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L7 7 2 —n, Windows < Linux #&## 2 41T 2 5572 Confluence $—/"— D7 7 & X
ZRVICHLTWEZ LR onEd (&6 < bikoFp) L F Chasstt TCVE-2021-42321)
IZxt L THEB T 5 & BbivET) . wisequy0l (X, TNENOHEHAY——DT 7 &A%
50 F/LEWIERETRVICHL TWELER, TO—HT, Y —"—2fH L TV HEED
B AT DTEERB L TWE LT, Z6<IE, RET 78X 2 HRLIEBE~LTTDDHI
DIV WERDOEWEREERE LIZho b D L EbIvET,

Find out company name from confluence

2 wiseguy01 - O Yesterday at 5:13 AM

Jump to new  Watch

wiseguy01l

Yesterday at 5:13 AM B < 0 #
Hello,
So lets get right to it, how can | find company name from confluence access?

Thanks,
WG01

LO.Report ike + Quote eply
QR oy Lik Q < Repl

FHxOWETIE, VT A IO AT a4 FBKEIICIEY HENTWD Z & bk
WENELE, ZHIETEXEC, P77 78X - T —h—Mo7 7 2 —0n, BFREICHES
PRy TFEBMHA Lot BEELENE L THSs TWD Z EEGEH L TWET, il 21X
7 4+ —7 A Exploit Ti&, TLORD1) &4FDHT 7 #—0, EMHMWIZY E— Fa— FOETR
0 — I VHERRFAAE D=7 A7 m A K~ % 5000 K476 Ok TV IZHL TWET,
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L 1-day Exploits B

By LORDI1, 2 hours ago in [Software] - malware, exploits, bundles, crypts

Start new topic Reply to this topic

LORD1 Posted 2 hours ago
terabyte
sseee 1-day exploits. RCEs. LPEs. Updated on a constant basis.

Price: from $5K.
L Contact with PM.

Paid registration
© 18
222 posts
Joined
10/13/20 (ID: 109494)

;p\‘?:::-i‘fi?llﬂwr ° °
LORD1 73V F— p 22— NETo0 — U I JERFZIE DRGGdtE DT 7« T2 X 7' 24 b &
FEVIZH L TO SR (%% 5,000 Fr7:56)

TP BT ARV —Z =TS LIAHIT 78R « Tu—Hh—
Fxlx, 2o AT A=W 7 A - T a— 1 — 3R TTIT 5 IR B Ak I B
BLTRY, 9T 7R - Ta—h—PRITELT=Ry NI =T T 7 AR L IgoT2T v
AT HEIIONTS Ao T E, ZLTE I Vo LEREHCHEOR R 6.
DTV E—E, TV LAUET OV T T4 F =2 —VICEBRT 20H 5T, HEIZHSN
TLOEERD LD EBbivEd, 2022 45 2 WM, HxlT£I Vo727 42—0 1 A
[7hOrfinn) 723, £SICT UV ATZT AN —FZ —~LHEE LT Tt 2288 LEL
7z, 7hOrflnn 1% 2020 fFLARE, k& e R¥EDR Yy T —ZITHHET D U E— Fa— RETOM
FIMES Web = L& IRFEL TV E LT,
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https://ke-la.com/ja/from-initial-access-to-ransomware-attack-5-real-cases-showing-the-path-from-start-to-end/

¥
Corporation name: <REDACTED>
Type: BANK

% 7hOrf1nn

<

m selling a rce in a french bank, with millions of revenue.

rved: 70 countries presence

7hOrfinn Z3FIH 7 2 & X « 7'm—2—F L CIEE) L T =D R
(>/—X :Raidforums, 2021 4)

LA L 2022 44 H, Fxlid, 7horfinn 287 4+ —F A XSS TIHEN A # A Va2 &8, ot
A N—JLIEE DD S N T 78 A% E T EE) T LHTW I 2MERLEL
72, 7hOrflnn (X Z OEFEOF T, [RET 7 VA LLEEENLT —FZHR L, S5ICZ0ME
(D0xy NI—2% [my 7] CELHF—LE2PHELTND] LBRTEY, ZOF—LDIEH)
TP FU AT T EREBT A EAERL CWET, E72 7Thorfinn (XA RO |
T, WAIFCEFEO—H 2D EBBRRTNE L, LLI Vo ERIE, 3127
Y LTZT IN—T DR EERT DD Thololcd, £0% 7Thorfinn i, 7 A0 =x
T DOELEEEL D XSS TIIHMAVERILEE D £ LT,

@?*\
i,
(\'\'@b/ | ® Please note, if you want to make a deal with this user, that it is blocked

7hOrfinn
floppy-aunck My team will lock / exfil and pivot with your accesses, and you will keep a % of the money for giving access.

e

Nov 3, 2020 whoever is interested contact me on telegram: @k1tty31337
8

CiReport

| &) Lanted, kitsunefx, Kelegen and 2 others

7hOrfinn 737 > A 0 7 N2 5 AZEIT T T —A 2558 L L 5 & L TSR
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7horfinn OHELDTED V 1F, FIWEE S721E00 O X5 T9, 202246 H 2 HiZiX, 7hOrfinn
N7 4 —7 I Exploit T, Web 77U 7r—v a VOBERGEEZZONZVERR ooz —%—
XA RD TV ZERHRINFE LT, LAL T+ —F 202 —F—=nbiE, 7Thorfinn O
PRERAEI T 2 MO R LR > TRV b L 7Thorfinn BB L7277 Z —Thiud, 7+—
TZLIZHHWeb 77V r—a yOBEMBEEEREH S TROTL LN TE LI TLLRS
NTWE L7,

HELP STARTING EXPLOIT DEV WEB- '

APP'S

By 7hOrflnn,

Reply to this topic

7hOrflnn

byte
* I will be very straight to the point, I want to start research some web

applications (specifically in structures that perform ASPX) ( to make some n-

days ), I did not find much content for that, and I come to ask humbly if
someone would be pleased to help me, if you want to leave me some tips or
help me directly, then contact me directly in the private or reply this post.

thanks

Paid registration

Joined '
<=

+ Quote

7hOrfinn Z3web 7 7" r—2r 3 > D/ 57k aFZ O 0 Eab-~X TS KR

70k, 74— L Breached TIEFEHL TWAT 7 X —DZ% <X, 7h0rfinn 28 Lapsus$ Dt A >
N=T02% 43 LORP>TVLOTIHRWNEHER L TWES, TLT4A3 BHH 2022 4 3
Az, #ricleAd 1L — 3> [Worst Generation (WGen/NwGen) | OiH EIFZ%FE L TV
9, LLINETOFRL OFAE TIX, Worst Generation %7 AT =7 F XL —3 3 v
REDMMD~ VT T LFEODIT DI D, Fil- R ERITHE SN TR A,

“4¢3" Telegram account was seen enumerous times on XSS(.is), connected specifically to "7hOrf1nn".
‘7h0rf1nn" was banned from XSS on 4/4/2022 (April 4th, 2022), due to ransomware. Lately, he was
looking to buy access to corps (most likely for his

ransomware group). (https://xss.is/threads/65185/). However, he began his career by selling accesses

to companies, particularly, a telecom in Europe [https:/xss.is/threads/43884/], two banks (settled

in Poland and France) [https://xss.is/threads/46253/] and to the Stanford University
[https://xss.is/threads/44061/]. His forms of contact were 7hOrf1nn@protonmail.com

and 7hOrf1nn@jabbim.com. | guess being under an investigation doesn't scare him, as his last visit (in
XSS) was around 18:32 (today).

Breached =z ——7237h0rflnn & 4c3 D050 25542 L 1= & b~ TS #efe
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Paid registration

So we have hacked a hospital called "East Tennessee Children's Hospital" and
we are partially leaking some data to make them wake up to the real world that

we are living on.

We exfiled 700GB worth of .sql and .bak files(SSN, DoB, Full-names, Ages,

Registered deceases and more..).

03 They are refusing to pay just because they recovered their systems by backups.
POSLS but they are forgetting about the children’s files.

Joined

(4] 1 _I ...' |.|'I:.:||
Activity Here goes 170GB worth of useless data, compared for what we have left.
xakuHT [ hacking link: https://cdn-125.anonfiles.com/]50Q8wfS4xe/3f46a34a-1648756805/e
Deposit db.torrent
0.010400 B

We are setting up a deadline to Monday, 23:59 UTC for a payment, if the

payment is not made, the rest will be leaked.

Careful, Worst Generation may hunt you.
WGen / NwGen

Lapsus$ DoE X > N—3L b LIF RN —2 g
/Worst Generation (WGen/NwGen)

EHTEEH

2EDODARET VR ZZITCNWNETVTDVA KRG UV Fo—V

2022 4 5 A 31 |, Fexix, &E 7 7 % — [Bloomsday| 78, Uik 4 {EK KLVEHTH RS
LDVA NI vF 2= D7 78 AZ0ITH LT Z & 2R LE L7z, Bloomsday D#iBHIZ
EBE, ZOT AL VPN R RDP 2N LIZ2bDTHY . R A A EBHERD 5 ST
Kicwn 74 T&HENH LT, EREFORFEMIEIT2 Tk L ERoTHE L,

ZLTEDOHD 202246 H 26 A, Fexix, &7 7 % — TiFrame] 73, L4 3 {8 9,100 /5K
NVERTHVARNI U F o= DT 78 AZEVICH LI L 2R LE LTz, iFrame Ol
Wik 2&, ZO7278AH VPN ° RDP /- L72bDTHY | N A A EBRMERIT G S
TimRIZa A4 U TEDH LWV T ETLE, £ DOMREMIEIEL 4,000 K R Lo TnvE Lz,
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Fex L, TNENOEET 7 F =NV AT o F 2= OV THREE L T aEiERZ b &
WCHEZED, ZORR, MFOT 7 X —NEOHLET 7 EARFR VAN U Fz—2O
LOTHHZEEEXIEDEL, EH5H VPN ° RDP 20 LTEY ., KA A VEIRHERN
FESNTEWHRICE A TELT 7B A LHH I TOE L7, i Offik 23 KigIZiE 5
ZEnD, Fxix iFrame & Bloomsday 3Bl x DT 7 X —ThH D LML TWET, ZOHEH
TEZIT 1 DORENRFERHIEBOY A N—JMRFOFENERVGFLT L. ZLTEDORE
ELT M oFENSISREISNGED Z LA L TVET,

BB RNV ZHFT DA 4%

2022 -6 H 4 H, Fxlx, &7 7 % — [black_palm] 233§ 956 Bk KAV A HTHA4 > R
(DT VA A= a B TEVICH L2 & &R L E L7z, black_palm OFiLHIZ
£2&. ZOT VBRI VPN LI bDTHY . A —7 2 a ORI 1 Tk e
o TWE L, Ziux, RFEEDOT 7 EANREDICHIN TWEFEFIO 1 DTTn, %Y
HENTZZOFBRITIFREPE T LT b, BESIFEAENRE ST 0 LB
F7T (L. 20T 7 BEABRERRTRICR T2V ARG B X b ET) .

BELEERET VR ERoHEELAY

202244 F1 2 A, Frx L, BT 7 #— [5MRBIDJ 7%, 318 5,000 /5K KLOIEE 2 A+ %5k
EREDOT 78 AZEVICH L TWZ &4 LE L7z, 5SMRBID O@iHlicks &, Zo7
TR EFESTRAL VEBMBROS HmRIZu /A TEXHEWH 2 ETHY ., ZDR7 M
K1 3 77 5000 K Rl oTWE Le, ZAUTHADPBILLIZIRY 5 2 IR HS
NIH TR &ERT 72 ATY, ZOEBRMIKEEIC S0 54 SMRBID 137 7 & %
BT A5EME M AT EAE AR L TWERATLER, £ TH ZOFEMITEHZICTHAIS
NTWE L7,

A v— ROBMERBENE 2 b KEHRIT
2022 46 H 3 A, Fexid, BT 7 % — llesus-Like] 3. UNZE 6 (EK R Z2H9 5 KERIT
DT 7 vAEFRVICH LI Z L 2R LE LT, Jesus-Like OFHIZ L 5 & Z OpEMiE. FAT
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@ Active Directory R A A IZET 5. NTauthority/system HER M 5 S Tzim K ~D 7 7 & A
ThodeWnWd ZELTLll, ZOFEFITHKREV AL, Jesus-Like 2AFEATOT 7R %580 T
DHIRET, SORIBELZ LI ABHICTELREFENIESTNDHEFERLTWEZ L TT,
Jesus-Like 1%, [FATOMARIZY N—RA T = V&2 AL TE YD . [Metasploit Framework | %41 L
Ta— REFATTEDLEBEIEZ TWeDTY, F7z Jesus-like 1, EEITL U THEAEOE
BHOH A um—Fzun—FRT5L0n) HilehPr—v2AbRELTWELL, ZOT7 7 EAD
AR FEflAsIL, 8,000 Kk KL bigo> Tk LT,

5 =
5 A

2022 HEE 2 W, TV AU T IN—TR0T =& ) — 7 Z—T OIFENT O TN L
FELEN, TO—HTHERIN—TBRLZIEE L, BlFEO 7N —T b b2 R T TOEL
oo FTWMMT 78R - Ton—0—b, HOOEMITHT 2REIF RN EZE RIS, 00
LAYET TR T « B —CROY T T A F == NIBITHHNZ S HICHER D DI LT
£, MkOxRy FU— I BN S0 HERICIE. YA S LRBICHBEALTT W
AU T BREERET 572012, Ty H =TT RICBT2H O OIEBZEH IS 2 L%
BEIOWTELET,

RBERMMBEZIH S BEEZ, B TEBRMLET,
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https://ke-la.com/ja/products/darkbeast/darkbeast-trial/

