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Top targeted countries of 2022 by ransomware and extortion actors
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Top targeted sectors of 2022 by ransomware and extortion actors
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“WARNING”

¢ As a response to Western warmongering and American threats to use cyb
er warfare against the citizens of Russian Federation, the Conti Team is o
fficially announcinghthat we will use our full capacity to deliver retaliatory
measures in case the Western warmongers attempt to target critical infra
structure in Russia or any Russian-speaking region of the world. We do not
ally with any government and we condemn the ongoing war. However, sin
ce the West is known to wage its wars primarily by targeting civilians, we
will use our resources in order to strike back if the well being and safety o
f peaceful citizens will be at stake due to American cyber aggression.
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21NOV 2022 / AUTOMOBILES & PARTS

company operates in the Automotive
A. industry. It employs 100-250 people and has
~$350M of revenue. In this release we will show
you 266 GB of their corporate data including
massive array of sensitive information.

Karakurt 7386 Z#i%+5 & e L T L 7= 755
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21NOV 2022 / AUTOMOBILES & PARTS

company operates in the Automotive industry. It employs 100-250 people and has ~$350M of revenue. In this release we will
A show you 266 GB of their corporate data including massive array of sensitive information.

Karakurt 7386 Z#155 5 OF X F-& B 5 0582 L 7= K5

BianLian Home Companies Tag

# Fukkxx

Casino, hotel resort and golf club, located in Nevada.
Company'’s name and data will be avaliable soon.
Revenue: $124 Million

Data volume: 480 GB

Business materials.
Finansial data.

Client data.

HR data.

SQL data bases.

Files from management PC's.

Data Pack Example (1.4 GB):
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https://www.redhotcyber.com/post/attacco-informatico-allagenzia-delle-entrate-e-stato-uno-scambio-di-azienda/
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Thanks to our work with MercurylT, we have the company's files in our hands. Such as customer information project drawings. Contracts
with contractors, financial documents. We tried to settle everything quickly and quietly with MercurylT. But they were not satisfied with our
conditions. The company should get in touch. Either through ReadMe or through Tox.

ALL AVAILABLE DATA WILL BE PUBLISHED !

LockBit /3= =z —2— 7 > NOEFEZHERRSE L TR L TOSER (2L, [AtICR T
& 77 AT, AT 23 Mercury IT) #2258 L 7= 6 D EEPIS)

[FEAB] o7 a7 Y

xlx, Contin bRt LT —# 20T 5T, W7 —7BHEMMKICEET 5 [IEAR)
D7 T MY EERL TSI EERALLE L, ZOF ARO= FUIE, RETIX
by FLARWHED URL Zr LTOABE TE 52&M T, HOIFEARD 7T n 72 MU %
PEMBICAH L T, 72N ENT EMRICAB SN D 20 &332 & THEMsE & L
TWzDTY, #HEMMNFREOTLNICEBE LSS, O NI BRSNS Z LT

KELA Research KELAY


https://www.accuro.co.nz/about/cyber-incident/temporary-outage/
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BlackBasta & ZDFIELXI YD AN TR Y, R7N—FI3ZWoM, #EMMIZT PR T 5
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pasia Jivup,

We are Black Basta Group. We are here to inform that your company local network has been hacked and
encrypted. We've downloaded over 150GB of a sensitive information and data from your network.

Check your page in our blog.
Right now we're keeping it secret. However, if we don't come to an agreement within 8 days, it'll be posted on our
news board.
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ALPHV

12/4/2022, 1:00:18 PM

This organization "provides cybersecurity
solutions" but what they can say about thier
cybersecurity?!

We also hack some of their clients in their

infrastructure: "
etc..
Size: 43 GB
Upload DT: Sun Dec 04 2022
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Live Chat

Sales dept.

It's a complicated situation
here. We pointed our attack
to!

. And because they
host their ESXi servers on
your infrastructure, we got
access and attacked you also.

For your company we agree

to accept $2,500,000. But to

close the deal they have to

pay also. You have the same

decryptor as has for I
their ESXi servers.

Contact to and tell
them to use their own
credentials to login and start
negotiations. Without them
the deal will not take place.

Uploaded Files

ewrlesxl5.corp

ewrlvpsOl.corp.
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https://twitter.com/malwrhunterteam/status/1560327142621208577

RansomHouse

Dear clients, we want to warn you that a number of scammers hawve

appeared on the market saying they provide "ransomhouse

ransomware decryption services" like:
ttpsi/fransomhunter.com/decrypt-ransomhouse-ransomware/

A few words from our side:

1) The is MO "RansomHouse” ransomware, we are not using any

ransomware at all

2) Our clubmembers who we have partnership with may use

various tools, but there is NO way to decrypt the files if they were

encrypted by them unless they provide the keys. There's just no

feasible way to do this

3) DO NOT trust anyone, no third-party can help you with that. You

will only loose precious time and money.
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https://www.bleepingcomputer.com/news/security/industrial-spy-data-extortion-market-gets-into-the-ransomware-game/
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#' AvosLocker

o All data 1s FOR SALE. Contact us with your offers. We only sell data to third parties if the owner of said data refuses to pay.
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Sorry, we made a mistake identifying the client, this is NOT
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https://ke-la.com/ja/aint-no-actor-trustworthy-enough-the-importance-of-validating-sources/
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https://www.google.com/url?q=https://darkbeast.ke-la.com/%23/raw?id%3D7183011159786544dbeb675096288a39%26searchTerm%3Dorangecake%26index%3Dintelligence_reports%26entityType%3Dtext%26newTab%3Dtrue&sa=D&source=docs&ust=1673511089951455&usg=AOvVaw0BxE_qRPgBq5oh8AzXWDVk
https://ke-la.com/ja/products/darkbeast/darkbeast-trial/

Top targeted countries of 2022 by IABs*

4.10% 3.73% 3.54%

Canada India Germany
3.44%

Italy

4.25%
France

2.64%
Australia

4.67%
UK

6.13%
Brazil

2.59%

Spain

35.71%

29.20% Other

* where the country name was disclosed by the IAB

Top targeted sectors of 2022 by IABs*

6.47%

Financial Services
7.13% g d6-23:’.'°
Engineering & ucation
Construction

5.87%
Government &
Public Sector

4.79%
Healthcare & Life

7.25%
Consumer &
Retail | h
Sciences
11.56%
Technology

4.19%

Transport &
Logistics

20.90%

12.22%
Manufacturing & Other
Industrial Products 13.41%
Professional
Services

* where the sector was disclosed by the IAB
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Zohateleeof  Posted September 16, 202:
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™ 16.09

() These with the domain admin, only in one hand, since they are connected by the IT service company
186kk yusa production of high-precision devices
14kk usa logistics
17kk usa equipment

BANNED 100cc imported coffee

8kk yusa metal
13kk yusa marketing

2 posts
Joined :
22 (ID: 136175) 11kk usa construction
Activity Bkk + yusa metal
aking / phreaking + here 15 pieces + -5kk by zoom with a domain admin from 20 to 100 hosts they check
Av sentinel, webbrut, aug,

Zonatelecom 3/a] U IT #—E"X 7Ny =2 FfH L TOSBEHFH-DT 2 & X%
TEODH LR (72 T FE0 6 D H EER)

KELA Research KELAY



Fexld, BET 72 —DE5H%FETET MSP 0 1T ¥EAEMICL., FNOEELN L TEDLE
ICWABEREHETHTHAH ETHIL TWVET,

Bzl —r R

—HOPMT 7 AT a—H—E, 5T VB AOKE LT, BAK (WRE) Bxy hT—
7 DEER, TOROKEL L VEGICETTEL LI T OV —E AR L T E 7,
Bl Z1% 2022 4E 4 HiZik, &7 7 % — Tapollo12] 73, L3k 400 {5k RV a2 445 H B HE 5
BENEDT 7 v A&7V H LE L, apollo12 1 Z 0RO T, BEsIZ VPN 20 L7i=7 2
EATHLEHMATHEL BT, RET 7 EREDOR Yy MU —2121F, [CVE-2017-0144
(EternalBlue THEf ATBE7ZR Microsoft Windows SMB 7' & + =t /L D ifagafh:) ] (T8 22 b oK A3
SN Tnd] &, BAENRSIOLRLIBELITIRIIELSDTHA I FREEZMEL TWE L,

b9 1 OHFFEBEFTHAELL I, 2022 46 H, BT 7 2 — [esus-Likel 75, IEk 6 5K
R EETHHEKESRITOT 78 2 2E0ICH LE LTz, Jesus-Like DFHICE D L. ZDFF
dild THEEER O Active Directory N A A 1ZJ& L. NT authority/system HEFRAMS 5- S LTV 5
WAl OT 7 EATHY, ZOMRGMIIE 8000 K KL bigoTnELE, 2B, ZOHEMIT
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Like 1XFEHTOMGHRIZ U N—RA v = V& f1iAZ,  [Metasploit Framework] #Jr L Ca— R& 3
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Jesus-Like
kilobytes
(1]

J

User
o2
27 posts
Joined
12/07/14 (ID: 58938)
Activity
other

Posted June 3, 2022

USA bank, revenue 600kk+
Locally nt authority\system, in AD Domain Computers
Operates reverse shell, msf. Or I will load your payload

$8k
Guarantor, commission 50/50

coffetime3@exploit.im

Jesus-Like 735 7= 72V — E°X BRI IC RN L TO S RFE (7 2T 787006 D HBH)
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Rete Ferroviaria Live Chat
Italiana Sales dept.

Provide an enail address from
Rete Ferroviaria Italiana (RFl) is t your main domain, we will

he Italian railway infrastructure sendyou anew login
manager, subsidiary of Ferrovie Ef;:em'a's to:setup aprivate
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Say thanks to a guy who
published the access in his
channel.
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Kowmy Alice - Medi Rep

Q: We still want to work with you to profect our customers’ data. We don't know who you are, soit's very hard for you to frust.

A: We understand the problems with trusd. For us, this question is quite logical. In the process if arose that we did not have time to encrypt your systems, but we have fime to fake all the
privale data. We work through such affiliate programs as AlphaB(BlackCat). REvil. Hive. You can choose whatis best for you In the case of working with the AfSiiate Program, demand will be
about 20% more expensive for you. If it makes no difference which pariner program to choose - we can choose which wil cost you cheaper. If we had not deleted the data after the payment
no one would pay us. And access to affiiale programs would be dificult We are doing business, even if it is not legal, and we are womied about cur reputation, This is the key to payments.
Data saved In one place and after a successhl deal will be wiped oul by sdelin 7 passes, and we vill send you a file deletion report, and we will bring you seme security advics on how to
protect your network. We are inferested in getting money. not destroying your company. If vee work directly without the Affiliate program. you won't overpay 20% of the demand price
Question: What organization are you from?

A In this case, we'd better be anonymous. Just 3 ransomwrare group.

Q What do you mean by ~affiliate program™

A: You can google AlphaB{BlackCat), REvl, Hive and read about cases like yours and get the paint of view

C How do we know that you will destroy and never release our customer's data?

AL Al we can give you is our reputation and the reputation of the Affiliate program.

Q: We are still trying to confirm what information you have, We can see your SQL queries, but the output size was very small, about § OB compressed

A The: file you found on your network is an archive of partial data that we receive, we received data from your database in parts, and this 5 GB was the last we fook from you. If you see the
size of the data inside the archive, il takes approximately 100 GE of texd data

© Did you say it was 200 GB?

A: This is the folal size of the unp: data git

QW need 1o know the fles you have laken from our file shares. Please send this list of files as well.

A: We provide you with a list of files that vwe take from file resources, including a list of your employees in the attached file

The ehoice lo work directly of thiough an affliate program is on your own
Lef's close this case faster it's better for you and for us
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https://www.google.com/url?q=https://darkbeast.ke-la.com/%23/raw?id%3D17c35fa4f21756fb4be49e1e56fb1f85%26searchTerm%3Dmedibank%26index%3Dintelligence_reports%26entityType%3Dtext%26newTab%3Dtrue&sa=D&source=docs&ust=1673511089953496&usg=AOvVaw12kbeRHJjOIpm3rVzrI5Go
https://ke-la.com/ja/products/darkbeast/darkbeast-trial/
https://ke-la.com/ja/products/darkbeast/darkbeast-trial/
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https://ke-la.com/wp-content/uploads/2022/08/Ransomware-Victims-And-Network-Access-Sales-in-Q1-2022-JA.pdf
https://ke-la.com/wp-content/uploads/2022/09/RANSOMWARE-VICTIMS-AND-NETWORK-ACCESS-SALES-IN-Q2-2022.pdf
https://ke-la.com/wp-content/uploads/2022/11/KELA-RESEARCH_Ransomware-Victims-and-Network-Access-Sales-in-Q3-2022-JA.pdf
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https://ke-la.com/wp-content/uploads/2022/08/Ransomware-Victims-And-Network-Access-Sales-in-Q1-2022-JA.pdf
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