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Executive Summary

The risk of cyber attack by information stealers continually poses a threat on organizations in the last few
years, and continues to be a significant concern for companies in 2023. The emergence of new infostealers

highlights the ongoing efforts of cybercriminals to create new tools for stealing sensitive data.

Information stealer (infostealer) malware is malicious software that steals sensitive information from the
victim’s computer (“bot”). This information (“logs”) usually contains browser login information including

passwords, cookies, credit card details, crypto wallet data, and more.

Cybercriminals are constantly developing new variants of infostealer malware to evade detection and
maximize profits. Threat actors put the logs for sale on automated markets, Telegram channels, and other
platforms. Thus, threat actors aim to infect as many machines as possible, steal data, sell it for profit, or

use it in their next malicious campaigns.

Among the most widely recognized commodity infostealers are RedLine, Raccoon, and Vidar. Stolen
credentials compromised through this malware are available for sale on automated marketplaces such as

RussianMarket, Genesis, and TwoEasy, as well as on other platforms.

Cybercriminals work hard to develop new commodity stealers and release them into the automated

botnet markets at affordable prices to appeal to a wider audience.

In this report, KELA focuses on new infostealers like Titan, LummaC2, WhiteSnake, and others who have
recently emerged from the cybercrime underground and have already gained popularity among threat

actors. The current report is the next in a series following our previous report published in 2022.1
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Botnet Marketplaces

Over the past few years, KELA has been closely tracking automated stores that sell stolen login credentials
obtained from computers infected with an infostealer. These include RussianMarket, TwoEasy, and

Genesis. In the first half of 2022, we identified the most popular stealers on the Russian Market, based on

its metadata, as Redline, Raccoon, Vidar, and META.

Since July 2022, Raccoon and Vidar stealers have outplayed Redline as the most popular information-
stealing malware. They were accountable for over 85% of all credentials that were advertised on

RussianMarket within the focus period of this study (10 months).

In March 2022, the developer behind the Raccoon stealer was arrested and faced charges.? However, it
seems that the charges did not have an impact on the malware's success. Although around the time of his
arrest, Raccoon representatives announced they were suspending their operations, in fact, Raccoon 2.0

version was nevertheless released in June 2022.

Distribution of bots on Russian Market since July 2022
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From 2022 through 2023, Russian Market listed bots stolen through diverse infostealer strains, including

RisePro alongside other prominent ones previously mentioned.
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https://www.bleepingcomputer.com/news/security/ukrainian-charged-for-operating-raccoon-stealer-malware-service/

RisePro is a relatively new stealer that was spotted in the cybercrime ecosystem at the end of 2022. It was
quickly adopted by some cybercriminals. On January 23, 2023, the actor ‘doZKey’ claimed on a Russian
hacking forum called “BHF”, as well as on a Telegram channel called “InstallsKey”, that they are able to
infect machines using RisePro, becoming one of the first public reviews for the stealer. In the same month,
credentials stolen through RisePro were almost immediately put on sale on RussianMarket. Researchers

have found that RisePro is actually a clone of the info-stealer Vidar.?

Clouds of logs

In recent years, a new type of product emerged named “clouds of logs”, in addition to automated
marketplaces Cloud of logs offers users to purchase access to threat actors’ collections of files via private
cloud-based platforms, with Telegram becoming one of such platforms.* Usually, the purchase is based

on a subscription fee.

HUBHEAD LOGS
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B We have some private stealers | RedLine, Racoon, Meta,
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W Using separate sources | daily logs uploading
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W Logs amount enough for 10 people | 2000-5000/day

W Private cloud logs only for 2022 | 4/02/23 ~2.000.000 logs
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HUBHEAD LOGS selling logs obtained through different stealers

KELA Research KELAY


https://www.bleepingcomputer.com/news/security/new-info-stealer-malware-infects-software-pirates-via-fake-cracks-sites/
https://ke-la.com/wp-content/uploads/2023/02/KELA_Telegram_CEBIN.pdf

KELA has identified dozens of Telegram channels promoting logs for free, as well as those offering private
logs collected by custom or commodity stealers. Popular channels usually include information on how the
credentials have been obtained, which gives an opportunity to gain insights into the trendiest tools.
Analysis of several popular Telegram channels shows that it is mostly Redline bots that are being leaked
and distributed through Telegram channels. Other top stealers are Vidar, Raccoon, META, and Mars, all
of which are well-known commodity stealers that emerged during 2021-2022. However, other infections
can also be found on Telegram channels, even the most recent ones that came up as late as 2022 (Offx

stealer being an example).

i0 lcelogs 8
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If you want to buy fresh and premium logs
Everday 3-5K logs upload in premium private channel,

4l Crypto, Wallets, Cards, Banks, Game Requests in logs
L4l BR, AR, EU, USA, CA, Mixed country

"4 Uploading 1,000-5,000 Logs per day!

14 stillers: Redline, Meta Stealer, Raccoon
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Icelogs is selling logs obtained through Redline, META, and Raccoon stealers
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Drain Cloud shares logs from Offx stealer, which emerged at the end of 2022
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Emerging infostealers of 2023

Threat actors never rest. They constantly work on developing new infostealers to effectively steal browser
information and infect as many machines as possible, as well as develop Malware-as-a-Service (Maa$)
operations to distribute the stealers and gain customers. As a result, new infostealers can quickly be

adopted by cybercriminals and used to compromise more victims.

One such stealer - Aurora, identified by KELA in April 2022, has transformed over a year into a MaaS
operation with over 6,000 subscribers on its Telegram channel. We found at least five affiliate programs
that claimed they worked with Aurora malware to steal logs. The price for the Aurora monthly subscription

is USD 125, whereas an unlimited lifetime version is available for USD 1,000.

In this section, KELA delves into the world of these infostealers, exploring their unique characteristics,
techniques, and the potential ramifications they pose for individuals and businesses. The cybercrime
chatter suggests that in recent months, actors have continued launching their operations and renting their

infostealers to other threat actors. KELA identified several rising stealers that emerged at the end of 2022.

Titan

The Titan stealer was published on Russian-speaking hacking forums BHF and Dark2Web on November
26, 2022, by an actor named ‘TitanSeller’. The same post was published on XSS forum in December 2022
also promoting the corresponding Telegram channel and chat. The Telegram channel titled “Titan Stealer”

was created on November 5, 2022.

The actor behind the malware claimed that the stealer was able to steal information from twenty
browsers, which is similar to the capabilities of other stealers. Titan enables cybercriminals to obtain
information like passwords, cookies, history, credit cards, and crypto wallets. The malware is written in
Golang language, as is Aurora, which is considered to be Titan’s main competitor, as claimed by Titan’s

developer.
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TITANSTEALER

Titan Stealer’s ad on BHF forum

On March 1, 2023, an updated 1.5 version of Titan was released. As of April 2023, the Telegram channel
of Titan has more than 600 subscribers. Based on the comments on the channel, it seems that some users
are interested in buying the stealer or are already using it and are satisfied with the level of

communication with the channel administrator.

There is also a "Titan Stealer Chat,” where the administrator posts announcements about new versions,
and users can ask questions about the stealer. Interestingly enough, KELA has identified a team called
“Factory Traffer”> as a group subscriber, which could mean that the group already distributes Titan

malware or is interested in cooperation.

Actors can buy access to Titan malware for a monthly subscription of USD 120 for beginners or unskilled

actors, as well as USD 140 for more experienced actors, or USD 999 for a team.

On April 14, the threat actor posted that the team would release another version soon.

5 Traffers are actors who are responsible for redirecting users' traffic to malicious content
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On April 16, the pro-Russian hacktivist group Killnet announced that the Titan Stealer team joined their

community. Since then, Killnet and Titan have already collaborated on one attack, allegedly targeting

NATO, according to the group’s Telegram channel.

KELA Research
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Titan Stealer 1.5

What's changed?

1. The stub is completely rewritten in C/ C ++without CRT, STL
{weight 34kb)

2. TCP connection protocol

3. Added useful functions of the panel (Authorization,
installation of exclusive wallets, extended tg api...)

4, Crypto checker

(%) What can we expect in 1.67 (%)

1.Clipper

2.Loader

3.Return constructor
4. Full brute wallets

Titan stealer 1.5 version release announcement
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LummaC2

The first version of LummacC2 stealer was released by the actor ‘Shamel’ on XSS forum on August 15, 2022.
The malware is written in C and can steal information from eleven browsers. On December 21, 2022, the
actor released an updated version of the stealer, able to gather information from 70 browsers
cryptocurrency wallets, and 2FA extensions of the infected machines. The malware can steal 2FA codes
from the following applications: Authenticator, Authy, EOS Authenticator, GAuth Authenticator, and
Trezor Password Manager.® The LummaC2 malware can affect operating systems from Windows 7 to

Windows 11.

The stealer was offered for USD 250 per month, while an upgraded version for professionals costs USD

500, allowing users to delete logs and share statistics with others.

Interestingly, the LummaC2 Telegram channel was created before the actual release date on XSS in
December 2021. However, it seems that the actor later deleted a few posts and the first post that shows

on the channel is now from January 2023.
Since February 2023, LummacC2 bots have been put on sale on RussianMarket.

As of April 2023, its Telegram channel has over 1,000 subscribers.
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Shamel
peranys

Wednesday at 8:39 PM [ < 0 #

Onucanue

LummacC2 - cTunnep, cpeiHuin oTcTyk 89%, Tapudbl HauMHaTca oT 10%, paboTaeT gaxe Ha
YUCTLIX CUCTEMax, 3aBUCMMOCTER HeT HuKakux(BOOBLLE), pacwndposka nora Ha cepeepe, Bec
6unpa 150KB, BopyeT Opay3epsl Ha 6aze Chromium u Mozilla, OTAMYHbIA HA3KOYPOBHEBLI BLICTPLIA
cannrpabbep, sopyeT 60 Bpay3epHbiX KpUNTOBaNOTHLIX U 2FA pacwumpenunn, obHoBaseTCA
OykBanbHO Kakable ABa Yaca, /obaBuTbk Bawl cneundguyecknin bpaysep wnv Bawe cneunguyeckoe
pacwunpeHue - 2 MUHYTbI!

MHoro TexHu4yeckoi uHpopmayumn (nponycrure)

1. fI3bIK, Ucnonb3yemslid npu paspaboTke - Cu, 3To No3BonsaeT B nocneactTenu 6e3 Tpyna mophuTs
cTunnep

Lummac?2 stealer advertised on XSS forum

Pricing Plans

| x|

EXPERIENCED PROFESSIONAL CORPORATE
For mass spills For the Google Strait For point straits
./ View and upload logs +/ View and upload logs + View and upload logs
 Log Analysis Tools « Log Analysis Tools « Log Analysis Tools
» Traffic Analysis Tools « Traffic Analysis Tools -« Traffic Analysis Tools
% Bypass proactive protection % Bypass proactive protection +/ Bypass proactive protection

Choose tariff Choose a tariff Choose tariff

LummaC2’s pricing

The feedback regarding LummacC2 stealer appears to be positive: KELA has identified several threat actors
satisfied with the product. They have also recommended it to other cybercriminals who were looking to

purchase a stealer for USD 300 per month maximum.
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Shamel
pevys (D

O6HOoBNEHHe

1. NobaeneH hyHKUNOHAN ONS pECcennepos

2. MoebiWweHa cTabunbHOCTs paboTsl

3. B cTunnepe nossuMnacb HOBOrOA4HAA Nacxanka (&
O dhyHKUMOHaNe OnA pecennepos
Ecnn y Bac ecTb penyTaums Ha apyrux dopymMax unu noboin apyroi Tpaduk nokynaTenei u Bel
Xx0TUTe 3apaboTaTe Ha NpogaXke CTUNNEpa BMecTe C Hamu - Mbl Bbliaanm Bam cceinky pecennepa, 3a
Kam ,Qoro YenoBeka KOTOPbIA KYyNUT CTWNNep No Bawewn ccoinke Bol nonyuute BECNPELLEQEHTHBIE

gl is — -
ZO%E g oT KAXK[,OWN KoHKpPeTHoW npofaxun. YTobel Nony4nTes CChINKY pecennepa obpaTuTecs B
Nu4Hble coobuleHns Ha opyMe unn B TenerpaMm @lummanowork

Bcex ¢ HacTynawLwMM HoBbIM 2023 rogom!

CozpasanTe nepenncky bes wudposanna

The actor Shamel sharing updates for LummaC2 and offering resellers to join the effort for 20% from

each stealer sale

LummaC2 seems to be actively used in ongoing campaigns. In February 2023, researchers found that
phishing sites related to OpenAl and ChatGPT were being utilized to deliver different malware families
including LummaC2 and Aurora. Threat actors used fake ChatGPT websites and replaced the “TRY

CHATGPT” button link with malicious links hosting LummacC2.’

Another phishing campaign was detected targeting a South Korea-based voice actor YouTuber. The hacker
sent a spear-phishing email impersonating a Bandai Namco game company. A video file and a malicious
PDF document were then downloaded from a Dropbox link included in the email. As a next step, the
downloaded PDF file installed additional malware - a loader called Pure Crypter, which in turn executed

the LummacC2 payload.®
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Re: Bandai Namco YT Offer 2023

+ ¢ DSADS" <bandainamcoma@kakaocom> TaHFE7|

Good morning, our esteemed partner! Bandai Namco Entertainment is happy
to welcome you. If you've made it to this point, it means you're doing
great work, and we're sure we can be useful to each other!

Below you'll find the keys to the materials in question in our response
letter. The materials contain more detailed terms of cooperation.

A little bit about our game that you will be promoting.

A new RPG from the hugely popular manga and anime series ONE PIECE,
commemorating the 25th anniversary of the series!

The famed pirate, Monkey.D.Luffy, better known as Straw Hat Luffy, and
his Straw Hat Crew, are sailing across the New World in search of the

next island and the next adventure that awaits them.

But during their voyage they are caught in a storm and shipwrecked. They
find themselves washed up on a lush tropical island surrounded by
constantly raging storms...

@ Link to the game on Steam:
https.//store steampowered.com/app/814000/ONE PIECE ODYSSEY/

To read the PDF cooperation agreement, as well as the game trailer,
please follow this link:

DROPBOX:https://www.dropbox.com/s/rcrreonkl7d0ah9/0One%20Piece%200dyssey%20Youtube%20Deal.zip2dl=1

A phishing email that delivers LummaC2 malware’®

LummaC2 developer Shamel has been active on the XSS forum since January 2022. The actor started
operating under the new handle Lumma on December 23, 2022 but kept switching back and forth to his
original moniker Shamel, adding the logo of the stealer LummacC2 as it appears on the Telegram channel.
The actor also posted about LummaC2 on other hacking forums under the name LummaStealer with the

same Telegram contact details.

The actor has created a few additional stealers and promoted them on forums. KELA observed that on
April 25, 2022, Shamel posted about a private stealer dubbed 7.62mm on the XSS forum. Shamel then
said that only two copies would be sold, in order to prevent mass usage and wide antivirus detection. The
price for unlimited use was then USD 500. Based on the cybercrime chatter discussions, it seems that none

of the actors has bought the stealer and it is still available for purchase.
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Stealc

On January 9, 2023, the actor ‘plymouth’ published a post on XSS forum, saying they had developed a
stealer called Stealc which was based “on Vidar, Raccoon, Mars, and RedLine stealers,”. The actor was

probably implying that they attempted to re-create the same features as in these popular stealers.

The Stealc malware is written in C and enables cybercriminals to steal browser information. The actor
promoted the stealer on the Exploit and BHF forums, as well as shared there the associated Telegram

channel, which had around 200 subscribers as of April 2023.

The price for a monthly subscription for the stealer is USD 200 while a 6-month subscription costs USD
800. On February 26, 2023, the actor released Stealc 1.3.1 version, which enables the upload of a larger

number of logs.

poaaBeu
Jul 30, 2022

stealc - 3To Hepe3uaeHTHbLIA CTUANEP € TMBKUMKU HacTpoikamu cbopa AaHHbIX U yao6GHOoM anMuH-naHensio. Npu
pa3paboTke Hallero peleHns Mbl ONMPanUck Ha CYLLECTBYIOLIWE celyac Ha peiHke Vidar, Raccoon, Mars, RedLine.

bung

C Hanwcad Ha yucrom Cu ¢ ncnonbsosaduem WIinAPl (Bce dyHKUWKW NOATPYXKaTCA B AMHaMuKe, Tabanuuy mMnopTos
3aHMMaeT napa MMNopToB 13 mscrt ana ctaba), cobupaerca nog TynkmT v100.
AkTyansHblA Bec Bunga - 78kb (MoxeT N3MEeHATLCA B 38BMCMMOCTK OT BEpCuu)
Bce paboyne cTpokun 0bdycumposaHbl

OAHa 13 HaWKWX KNYeBbix ocoObeHHOCTEN - BCe nepeyncneHnsa bpay3epoe, Beb-nnarvHoB, Kowenskoe bepyTca
HanpaMYIo C Balero ynpaensaowero cepsepa. Bol MoXeTe penakT aThb B base nadHbix cbop HeobxoanMbIX

Bbiwen HOBLIM NAarvH WK HaWAW UHTepecylwWwnin nu4Ho Bac? JobaebTe 3anuck B B 1 y>Ke pacnpocTpaHaeMbld Bung
stealc Ha4HeT ero cobupaTtsb!

AHanoru4Ho v c 6pay3epaMu, 0ECKTOMN-KOWENLKAMKN - BAM HE HYXKHO X 43Tk, NOKa Mbl BbINYCTUM 0OHOBNEHWUE 1 He
HY>KHO AE€NUTbLCA C HaMW MHTEPECYIOLWMMK Bac NpunoKeHuamMmu/nnarnHamm ana cbopa, Bol MoXkeTe nobaBuTb Mx

The actor ‘plymouth’ is promoting Stealc stealer on BHF
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Additionally, researchers found a campaign that distributes the stealer via YouTube videos. The videos
show how to install cracked software and link to a website for download. This is a typical way of
infostealers delivery. Researchers discovered more than 40 Stealc samples distributed in the ecosystem,
as well as thirty-five active C2 servers. Thus, the popularity of this malware seems to be on the rise.
Discussions on cybercrime forums reinforce this assumption: KELA has identified several actors who show

a high level of satisfaction with Stealc malware and its value for money.

WhiteSnake

The infostealer was first promoted by WhiteSnake actor on February 7, 2023, on BHF. The stealer is
capable of targeting both Windows and Linux (which has a smaller market share compared to Windows
and, in this regard, is usually less attractive for cybercriminals), collecting sensitive information on its
victims. For instance, it has the ability to steal files from various cryptocurrency wallets (Atomic, Bitcoin,
Coinomi, Electrum, Exodus, and Guarda) and to gather sensitive session data from multiple applications
including FileZilla, Thunderbird, Steam, Pidgin, and Telegram. The infostealer was advertised under the
following pricing: 1 month (USD 140), 3 months (USD 315), 6 months (USD 580), 1 year (USD 1,100), or
lifetime access (USD 1,950).

10
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) Snake |

About Us

The software perfectly performs its functions during targeted attacks.

Browsers:

- Chrome
- Firefox
- Brave
- Edge

% Apps: FileZilla, Thunderbird, Steam, Pidgin, Telegram.

o‘ Wallets: Atomic, Exodus, Guarda, Coinomi, BitcoinCore, Electrum, Phantom, Bi hain,
TronLink, Ronin.

File Size: 20kb

Unique log view in .html format:

WhiteSnake infostealer promoted on BHF

The WhiteSnake Telegram channel was created on February 3, 2023, and has more than 750 subscribers
as of April 2023. The threat actor WhiteSnake is also active on another Telegram channel called Stealers
Developers, where he provides updates about the stealer. Developer’s messages on this channel imply

that he is willing to compete with the market’s leading player, Redline.
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Costs of infostealers

The new stealers are offered at similar prices as older popular ones. The cheapest stealer is Titan which
can be purchased for USD 120 per month as a monthly subscription, while the most expensive is
LummacC2, which is available for USD 250 per month. WhiteSnake and StealC can be purchased for USD
140 and USD 200 respectively.

The prices are consistent with the pricing range of well-known stealers like Redline, Mars, Vidar, Meta,
and Raccoon whose cost would range between USD 140 and USD 300. To attract customers, threat actors
sell new infostealers for affordable prices. This tactic also contributes to the integration of the low-skilled

actors into the malware market further lowering the entry barrier for them.

Monthly subscription per stealer (in USD)

250 —

200 —

150 —
100 —
50 —

Titan White StealC LummacC
Snake
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Conclusion

Stealers such as Redline, Raccoon, and Vidar are renowned in the MaaS market for their stealing

capabilities and are expected to preserve their popularity in 2023.

More and more threat actors offer Maa$S infostealers operations in various markets and Telegram

channels, with Titan, LummacC2, Stealc, and WhiteSnake gaining popularity.

In addition to Titan, LummaC2, Stealc, and WhiteSnake, we identified several other stealers that haven’t
received much attention from threat actors yet, but show potential to grow into strong competition. For
instance, the Offx stealer was introduced on cybercrime forums in December 2022, and though its
Telegram channel has fewer than 50 subscribers, logs stolen through Offx already show up on several

dedicated Telegram channels featuring “clouds of logs”.

Another example is Typhon, an infostealer that popped up in June 2022. And though it didn’t get much
attention back then, the developer released an updated version called Typhon Reborn, available for sale
for USD 59 per month or USD 540 for unlimited use. Researchers observed that the new version features
enhanced anti-analysis capabilities to evade detection.!! The actor has already announced that version

3.0 will be released in June 2023.

KELA expects some new infostealers to gain more popularity over the course of the year and to be

distributed through automated botnet marketplaces and Telegram channels.

11
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