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Executive summary

2022 saw a dramatic increase in hacktivist activity, largely sparked by the Russia-Ukraine conflict, but
also by other geo-political tensions. The hacktivist groups are not conducting their attacks for financial

gain but rather to cause damage to their victims and to spread their political agenda or social change.

Now, a year and a half into the war, the hacktivist activity has continued. Since March 2022, Killnet
has been observed asking for donations to fund their activities, as well as some other hacktivist groups.

However, it is becoming apparent that relying on these donations alone is not enough.

In this report, KELA looks at whether hacktivist groups, such as Killnet, Anonymous Sudan, Phoenix
and others are looking beyond donations to fund their activities by monetizing their operations.

KELA identified that in 2023 and the latter part of 2022, hacktivist groups have been seen using

different methods to source income, including:
® Selling stolen data, accesses, and logs
® Selling training courses
© Attempting to extort ransoms from their victims
© Selling botnet licenses
® Looking for investor funding for their projects
® Selling advertisement spaces
® Providing hack-for-hire services

These groups’ attempts at monetizing their operations do demonstrate that they want to stay active
even if donations are not sufficient enough to support their activities (as stated by Killnet on several
occasions). In this report, KELA explores the success of these attempts and assesses whether these

monetization efforts considerably increase or change the threat posed by these groups.
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Introduction

Hacktivists are groups or individuals who conduct attacks in support of their political, social, or
religious beliefs. They are often looking to raise awareness and bring attention to causes they deem
important. Hacktivists target a range of entities that they believe have done wrong, including
government organizations, multinational corporations, religious organizations, or even terrorists and
drug dealers.! Denial of service attacks, website defacement, leaking stolen information, doxing and
deploying ransomware are all among the types of attacks that have been used by different hacktivist

groups.?

In 2022, the Russia-Ukraine conflict resulted in a significant increase in hacktivist activity, with new
groups emerging and existing groups re-emerging. In particular, pro-Russian actors have emerged
targeting not only Ukraine but all the countries supporting Ukraine in its war with Russia. Although
financial gain is not these groups’ motivation, money is required to fund their activities. Due to their
beliefs and actions closely aligning with the Russian government, it is believed that some of these
groups are state-affiliated. However, these groups deny their affiliation with the Russian government

and there is no proof they receive substantial funding from the government.

Various hacktivist groups have been observed asking for donations to fund their activities. For
example, pro-Russian Killnet, Anonymous Russia, Anonymous Sudan, BloodNet and Phoenix have all,
in at least a couple of instances, posted to their Telegram channels asking for donations from their

supporters, both in cryptocurrency and “usual” currency.

1 Fortinet
2 Fortinet; Twitter
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https://www.fortinet.com/resources/cyberglossary/what-is-hacktivism
https://www.fortinet.com/resources/cyberglossary/what-is-hacktivism
https://twitter.com/cpartisans/status/1485618881557315588

Anonymous Sudan
aeAll" . pagliall odo JU (o Liacs cliSay « Laes b iy wus 1)
" gyib

! If you want to support us, you can support us through these
addresses. "Support is optional”
BitCoin : bclghunxwgrnm@5td8rphmgyvlgxjrgwquwézvz8rfs
Ethereum : @x15b2fb82685F3ECdALE8e51cUlcb67979BUD9a36

USDT " ERC20":
0x15b2fb82685F3ECdAUA8e51cd1cb67979BUb9a36

DogeCoin : DLrvD88zYVjHzCnViF2kAmkykoWCjuehYY

LiteCoin : LhQ67NzE5Py8nf9qaFKCidnvpAfVxArz7N

Anonymous Sudan asks for donations

KELA reviewed some of the recent Bitcoin wallets shared to Killnet’s Telegram channel in posts asking
for donations. KELA identified that there were incoming transactions to these wallets, however, it
cannot be confirmed that these transactions were in fact donations. These transactions ranged in
value from a couple of dollars to a couple of hundred dollars. In certain instances, KELA could identify

incoming transactions on the same day that Killnet shared the wallet asking for donations.

For instance, on September 27, 2022, Killmilk, the leader of Killnet, announced that they were unable
to continue their activities due to a lack of finances. A few days later Killnet resumed their operations,
expressing gratitude for the support from some followers. KELA identified that more than USD 700
was transferred to one of the wallets shared by Killnet on the same date they announced the
suspension of their activities. These transactions, although unconfirmed, could have been donations

from supporters.

3 Blockchain
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https://www.blockchain.com/explorer/addresses/btc/bc1qtyjw4wt9avm0vv5yvcpkkewh9tuc2cq3gmgv6g

Al okono 7u pas nepectynan vepes cebs n obbAsNAN 0 chope
JoHaToB ¢ noanucunkos! U Bce 6 pas Bce cobpaHHble cpeAcTBa
6nokupyeT baHKoBckast cuctema Poccuu, Ho a 7i pas Hac
3abnokunposan Tenerpamm:)

3a uTo? 3a To 4TO 51 co34an AOCTOMHBIV 0TNOp Bparam? 3a To YTo
Hac cTanum yBaxaTe? 36¢ oTHoweH s ToBapuwm!!!!

B AaHHbIA MOMEHT A He Mero BO3MOXHOCTI NPOA0IXaTb CBOH
AeATeNIbHOCTb. B JaHHbI MOMEHT MORA AeCTPyKTUBHas
[LeATeNbHOCTL CBOAUTCA TONLKO K OAHOMY - HeT GUHAHCOB, HeT
CepBepoB, 3aT0 Y MeHA ecTb bonblue 5 KpeaWToB KoTopkle A Bpan
ans noggaepsxkn wraHos Killnet! CTeigHo Takoe gaxe 1 ncaTb, HO
6onblue CThIAHO 3a TEX CaMblX NIOAEHA, KTO MMEeT OrpoMHbIe
BO3MOXHOCTW, HO He XeaeT NoMoraTb Ham ABUraTbcs B 0AHOM
HanpasneHWn 6es cboes - k MNobege!

MycTb NnoasnaeTcs nobonblue Takmx ANbTPYWCTOB Kak s, BoT Bam
Mot ucTopua, BepuTe Moid onbIT 1 ebifTe BeCck MWp 3a CBOIA Hapog,
3a Paccunto....

Ecnu BAPYT y KOro-To U3 BbIWEYNOMAHYTbIX NMPpeAcTaBnTeneil
KanuTaancTU4ecKoro Knacca NpocHyNacs CoBeCTb, BOT HaLLa
ccbinka o cbope: https://t.me/donate_killnet/28

Extract of Killmilk post announcing the suspension of their activities due to a lack of finances:
“Currently | have no opportunity to resume my activities. Currently my destructive activities are only
these — there are no funds, no servers, but there are more than 5 loans | took to support Killnet’s

pants.”

However, are groups looking for other methods, beyond donations, to fund their operations? In 2023
and the latter part of 2022, hacktivist groups tried various methods, some of which are no longer
active, to provide an additional income stream to help fund their operations. Methods that have been
observed include demanding ransoms from their victims, selling stolen data, selling training courses,

and even offering hack-for-hire services.

Despite the apparent effort to explore new income sources, it remains evident that finding alternative
funding is not the primary objective of these groups. Instead, the focus remains on activism and
spreading their message. It appears that the groups are attempting, sometimes chaotically, to test
every possible way for funding their activities, with at least some of these efforts appearing to have
been unsuccessful or not gaining the desired attention. The groups’ achievements in this field define
the future of their hacktivism: will they depend on donations and help from their community or will

they transform into more powerful operations?
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Killnet funding attempts

Killnet is a pro-Russian hacktivist group that has been targeting organizations from Ukraine and its
allies since February 2022. Killnet was founded in November 2021 by the actor ‘Killmilk’. Initially,
Killnet was a financially motivated group promoting a botnet for hire. The group switched to hacktivist

activities after the outbreak of the Russia-Ukraine conflict.

Since the start of the conflict, Killnet has targeted entities from various countries including Ukraine,
Estonia, France, Germany, ltaly, Japan, Lithuania, Norway, Poland, Switzerland, the UK, and the US.
Most of the group’s activity has been DDoS attacks. Various other groups joined Killnet and
collaborated on attacks; currently, the group is in the process of reorganization and is ending its

relationships with certain members.

Killnet has been observed engaging in various attempts to earn money, alongside their fundraising,
with some efforts still ongoing and others no longer active. Methods used by Killnet include the
attempted creation of a private military hacking company, selling goods and services, launching a
hacking forum, sourcing funding from investors, demanding ransoms from their victims, and setting

up a cryptocurrency exchange.

KELA Research KELAY



“Private Military Hacking Company”

Killnet has made several attempts at setting up a private military hacking company in which they would
offer mostly hack-for-hire services. However, Killnet shortly reverted back to its hacktivist structure,

though it still offers DDoS-for-hire services.

In March 2023, Killmilk announced the formation of Black Skills, a private military hacker company.
This appeared to be a side project, rather than a full reorganization of Killnet. However, in April 2023,
Killmilk announced the restructuring of Killnet into a private military hacker company, going by the
name “YBXK KILLNET” (PMHC Killnet). They noted Killnet’s hacktivist activities had come to an end as
they cannot survive off donations and help from sponsors alone. It is possible that this restructuring
was due to Black Skills not gaining the desired traction, prompting Killnet to transform the whole group

in order to bring more attention to the hack-for-hire services.

Amongst the services offered by Killnet were “destructive” attacks against European and US
individuals and entities, including disinformation campaigns, attacks on network infrastructure,
industrial sabotage, and reputational damage. Other services offered included software development
and other non-cyber services to Russian entities, for example, the production of UAVs, though such

capabilities of Killnet have been never proven.

KillMilk
®0duymransHoe 3asBneHme!

® AnbTpyWU3M - xakTusK3M Killnet nogoLuen K KoHuUy...

C 3TO MUHYTHI Mbl: Poccuiickas YacTHas BOEHHas Xakepckas
komnaHwus Killnet. [ipowy Ar6ume u xaa08ame....

YT0 3TO 3HAUNT?

OTBeyvato: Mbl NpogonXxaemM CBOKW AeCTPYKTUBHYH AeATeNbHOCTb
BO cnaBy oTe4ecTBy! Ha goHaThl 1 o6eLlaHHy NoMoLlb OT
CMOHCOPOB He MPOXWTb

- Mbl oTCTavBaeMm TakKe UHTepecbl Poccuidickoii degiepauiy HO 1
6epémM Tenepb 3aKasbl OT YaCTHbIX U roc nnLy!

® YBXK KILLNET He paboTaeT no Poccum 1 cTpaHam CHT.

Hy 4TO ToBapwWLLW, B A06PbIA NYyTh BCEM HaM &8

Killmilk announces Killnet’s move to becoming a private military hacking company
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Shortly after the announcement of YBXK KILLNET, in May 2023, Killnet stated that they had made a
“mistake” reorganizing into a private military hacking company. It is unclear why the group
backtracked but it could be that they were not receiving the necessary attention or that they did not
actually have the skills or resources to provide the services they had advertised. Killnet reverted back

to its hacktivist structure by asking for donations from its supporters again.

WE ARE KILLNET

PeopraHusoBas KUNHET B YacTHYO KOMMNaHWIO A caenan owmnbky.
Ja B cvbicne KTo He genan us Bac owmnbok bpaTtaHumkun? U kakoid
Hax#yin HBXK korga Mbl Bce NpecTynHWKW M B KaKoM TO CMbIC/IE
MopoAépbl. CBATO TONBKO TO - YTO Mbl He paboTaem B Poccuu, 1 A
Hecy MOIHYH OTBETCBETCBEHHOCTb 3a 3To. A NobAto 3Ty 3emto,
5TOT BO34yX, 3Ty TEPPUTOPUIO...

d 1246 W 415 93 @43 21 1o Te
85 3 @3 @2

Killnet announces that the restructuring of Killnet into a private military hacking company was a

mistake

In July, Killnet announced a new DDoS service. The service will include both layer 7 and layer 4 DDoS
attacks, as well as an onion service, although currently only the layer 7 DDoS attack service is available.

No prices are provided for the service, with them stating that “prices are discussed individually”.
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“Dark School” - Killnet’s training program

On April 4, 2023, Killmilk announced Dark School, a training program developed by the Killnet team,

consisting of nine courses offered for sale for USD 500 (the first 500 participants could buy the training

for USD 249). The course covered various topics including DDoS, carding and social engineering.

Although there were posts on the Dark School Telegram channel suggesting that spots were being

filled, there are indications that this course did not achieve the popularity Killnet had hoped for.

In Killmilk’s announcement of Dark School, they noted that training would start after 2000 people had

enrolled. The thread on the Killnet-owned Infinity forum did not gain a lot of attention from forum

members, with few members showing interest.

The course was intended to be split into two groups, the first set to start on May 10, 2023. However,

on the date the course was due to commence, it was announced that due to the number of registered

participants, the two groups would be combined into one. Places to attend Dark School were still being

advertised on May 12, 2023. The course began on May 25, 2023.

KELA Research

Wquu,wan bHOe npeanoxeHue JAPK LLUKONA - KILLNET.

MpueeT moid apyr, meHs 30ByT Killmilk! CerogHs Mbl Bnepsble
peLnaun BeiNyCTUTb oduLManbHoe o6ydeHne oT Haller
komaHzabl Kllinet, u nogenuTtbca ¢ Bamu HawWwWm onbiTom
KOTOPbI Mbl Npuobpenu 3a TAXenslid 2022 roa! Mel
nccneaoBan MAUPOBYH NayTUHY, Mbl aTaKoBal BParos B CETH,
Mbl OLIMGBANNCh, HO U3yYanu CBOU OLLINGKI!

Mpegnararo Bawemy BHUMaHWIO 9 KYPCOB caMbIX FOpAYUX
Mogeneii Ans BeAeHUs NnpodeccioHanbHom Knéep BOMHbI UK
e NpUYMHOXeHWA 6anaHca cBoero KowenbKal

= DDOS (L7/4)

= Ap6uTtpax Google AdWords

= DelikuK (co3aHune, NpoABUKEHWE, MPUBbLIb)

= KapawvHr (EBpona, AMepuKa)

= OCIHT/DEANON (Kn6ep pa3segka)

= Pegasus (LLUnuoHckoe MO ans Android/I0S)

= CoynanbHasa UHXeHepus

= MeTobl Kn6ep BOWHbI (McMxonorua 1 AeiicTeue Ha
noAco3HaHme n6oro y4acTHNKa BCEMUPHOM NayTUHbI)
- lmBepcKnaA B CETW (METOAMKA)

& YVTATB MNONHOCTBIO | NOJATDb 3AABKY HA OBYYEHUE

Advertisement of Dark School on Dark School Telegram channel
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Bcem gob6poro gHs!

Ncxoaa v3-3a MMHMMaIbHOI0 KO/I/TMYecTBa y4acTHAUKOB Ha
oby4eHue - Mbl 06befleHAEM ABe rPynnbl B OAHY U 3anycKaem
"Aapk WwKony" 25ro mas.

v

#72CNUCOK CTY/IEHTOB roToB!
o NpocuMm BCex KTO NpoLén perncrpauuio ¢ TeroMm "RESERVS”,
oTnuncatb B @killnet_mail_bot n ykasaTb cBoé cBO604HOE BpeMS
4ns oby4eHus ¢ 25ro mas 2023 rogal

() 3a AanHbIli NnpocToiA Mbl lapyim NAOLIKN a6CoNOTHO
KaXK/loMy - y4acTue B KO/IIEKTUBHbIX MeponpuaTusx ¢ Killnet, a
TaKKe BXOJ B INYHbIA cocTaB HoBoii Knbep Apmunm Poccum -
DRH!

Announcement that the two Dark School training groups will be combined

Another, much smaller scale Dark School course which appears to be on how to abuse Bing Ads for
malicious purposes was also advertised on April 17, 2023. The course is for private training for a group
of up to 100 participants, costing USD 1149. Some Telegram users commented on the high price of

the training, noting that cheaper courses can likely be found elsewhere.

Killnet’s Cryptocurrency exchange

On May 8, 2023, Killnet announced their cryptocurrency exchange where various exchanges can be
performed, including cryptocurrency to cash and cryptocurrency to cryptocurrency, at a service rate
between 3-4%. The exchange also offers mixer services, allowing to wash cryptocurrency in cash or

other cryptocurrency, at a rate of between 3-6% depending on the amount of money.

This is not the first time that Killnet has engaged in cryptocurrency exchange services. They have

partnered with another exchange called “Netto_Exchange” since September 2022.
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Investor funding

Killnet has also been observed on several occasions looking for investors to help fund their projects.
Black Skills was one of Killnet's projects seeking investors, posting on their Telegram channel in March
2023 that they were looking for an investor who could invest at least 5 million into Black Skills (it’s not
clear, in which currency, but possibly rubles). In return, they would have a 51% stake in Black Skills.
The sheer amount of money required from an investor likely minimized the chances of this project

being successful and likely contributed to Killnet’s backtrack to a hacktivist structure.

Moreover, on February 26, 2023, Killmilk announced that they were looking for an investor to help

implement a one-time DDoS project, who will receive 50% of the profits.

KillMilk

7 TpebyeTca MHBECTOP ANA peanusauum ogHopasosoro DDOS
npoekTa. Bbixnon 50/50% c y4€TOM BOo3BpaTa B/IOXEHHbIX
CpeacTs. CpoK OKyNnaemMocTK 7 CYyTOK.
¥r O4HOPA30BOE MEPOMNPUATUE ¥
MucaTtb croga:

; @Kkillmilk_support_bot

—— e m—— o - = ez

Killmilk post looking for an investor for a DDoS project

Separately, in a non-cyber related project, Killnet announced on June 9, 2023, the upcoming
production of a short film that will focus on the proliferation of Russian hacktivism since February
2022. In addition to looking for participants in the film, they also state that they would be grateful for

any sponsors.
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Selling of data, accesses, and logs

Killnet and Killmilk have been seen selling logs, data, and accesses on their Telegram channels and the
Infinity forum since at least November 2022. These sales often relate to attacks that appear to be in
line with their hacktivist activities, indicating that they are seizing the opportunity to monetize their
actions. The authenticity of the data Killnet claims to be selling is unknown. Moreover, in most cases,
it is not known whether the goods were actually sold. The high prices demanded are likely to reduce
the likelihood of sales, as some actors have commented on their expensiveness. Below are some

examples of the goods offered for sale.

Logs

In January 2023, Killmilk advertised the sale of logs from various countries including the US,
Ukraine, and European countries. They claimed that this amounted to 150 million passwords

and other types of data. The logs were offered for sale for 10 BTC.

Killmilk BoicTaBuN Ha npogaxy 150 MAH Naposen XXnuTenemn
EBponbl, AMepUKK, YKpauHbl U APYruxX HeApy>KecTBeHHbIX CTPaH:
https://infinity.ink/threads/prodam-zhirnye-logi.189/

B AaHHble BXOAAT:

- Mapoau oT JIK KabMHeTOB 6aHKOB

- laHHble KpeIUTHbIX U e6eTOoBbIX KapT

- KpUNTO /0T

- CUCTeMbI AocTyna K pabo4um ctonam 6000 pa3Hbix
opraHuM3auui co Bcero mumpa.

- OV nopTanbl

W TbicAYM Apyrux ocTynos

HoBbI rof, AapUT He TONbKO MOIOXUTE/IbHbIE SMOLUW, HO U
HOBYH 3CKanauwio no Bcemy mupy ot KILLNET@Q

Post on Killnet’s Telegram channel advertising 150 million passwords that Killmilk put up for sale on

Infinity
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Data

In March 2023, Killnet claimed to have hacked Rheinmetall, an arms manufacturing company.

They stated that they would sell data on Rheinmetall employees for 5 BTC.

Accesses

® OnJanuary 16, 2023, Killmilk advertised the sale of access to a network of 6 restaurants, from
a US food chain, for 1 BTC on the Infinity forum. There is no indication that the access was

sold, with several actors complaining about the high price.

® OnJanuary 2, 2023, Killmilk announced on the Infinity forum the sale of 18 hacked email
addresses of the Indian Ministry of Finance. They noted that the mailboxes contained more
than a million documents and correspondence. They offered access to the mailboxes for 15

BTC.

® On December 22, 2022, access to a Ukrainian billing provider was advertised for sale, for
10,000 TON, on the Killnet and Killmilk Telegram channels. It is claimed that the access
included full rights, with access to 31,000 sites and 98,000 emails. It appears Killmilk
attempted to monetize this access again in January 2023 when they advertised the sale of
50,000 logs, including access to corporate emails, database servers, Cpanel panels, and more,
this time significantly more expensive - for 30 BTC on the Infinity forum. The screenshots
posted as proof hinted the information was extracted from the aforementioned billing

provider.

MNMpogam QocTyn K XOXNATCKOMY BUnnuHry, nondoie npaea. 31.000 caiTos,

98.000 Email. NMonHeie goctynel K n0beiM naHensaMm. LleHa cMeluHan -
10.000 TON. gy 48 vyacos....

Access to a Ukrainian billing provider advertised for sale
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Ransoms

In several instances, Killnet has attempted to extort victims into paying a ransom by either threatening
to release stolen data or to continue conducting DDoS attacks. They have used this method when
attacking organizations, as well as cybercrime marketplaces and forums. In one instance, they claimed

to have successfully collected a ransom from their victim.

RuTor

On August 15, 2022, Killnet announced the start of a DDoS campaign targeting RuTor, a cybercrime
forum, claiming that the forum is owned by the Security Service of Ukraine. On August 19, 2022,
Killmilk announced on their Telegram channel that they had received a payment of USD 15,000 from
RuTor in exchange for stopping attacks. Despite Killnet’s claims, there is evidence suggesting that the

site remained accessible for at least some of the period that Killnet were conducting attacks.

BlackSprut

On November 28, 2022, Killnet and Deanon Club announced that they had DDosed BlackSprut, a drug
market, and had stolen various types of data. BlackSprut were given 24 hours to get in contact and to

negotiate.

A day later, likely after no ransom was paid, Killmilk announced the sale of the data, splitting it into
parts priced between USD 3000 and USD 1 million. The data included a database and the identity of
the owner of BlackSprut and his “madam”. It appears as though at least some of this data had not

been sold as it was advertised again by Deanon Club in February-March 2023.
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Latvian Government

In November 2022 Killnet claimed to have compromised the email account of an employee from the
Latvian State Revenue Service. They noted that they were able to get access to the corporate network,
including VPN and 200GB of data they were able to download. They shared proof of their access and
demanded 10 BTC from Latvia, giving them 10 hours to pay. After no ransom payment was made, on

December 1, 2022, Killnet announced that they would sell the data for 1 BTC.

Xaém nybnuyHbIX U3BUHEHWIA, UKW BCé Bawe roc gepbmo 6yaeT
B ceTu. AX Aa, 3a6b11 Npo 10 6BUTKOMHOB Ha Hall CYET, afpec
MOXXHO HaliTK B KaX0M BeZloMCTBe J1aTBUK Ha opuLManbHOK
no4re.

Ho s npoay6nupyto ero eLé pas:

@ BTCi®

bclgkqv238torladkjjlywjgavixdax3cexfukjehs

Killnet demands 10 BTC in ransom from Latvian Government

NATO

On April 13, 2023, Killmilk claimed to have hacked the NATO Learning Management System. They
claimed to have stolen various types of data, including documents on private military methodology
and students. A ransom of 3 BTC was demanded from NATO, warning NATO members “Pay me and |
will be silent”. Later on the same day, they also claimed to have hacked the NATO Communications

and Information Agency, possibly a part of the same attack.

On April 17, 2023, Killmilk announced that NATO had not paid for their data, which they claimed
included data from the E-portal. They advertised the sale of logs priced at USD 1 per log. Sample files

and screenshots of the data were shared on the Telegram channel.
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Infinity forum

At the end of November 2022, Killnet and Deanon Club announced a joint project - a hacking forum
called Infinity. First, a Telegram chat was started for the forum and the forum was later launched on

December 31, 2022.
The forum presented Killnet with new income sources*:

®© Advertising: The advertisement packages on the Infinity forum reportedly included main-page
banner advertisements for USD 250-1,000 per month, depending on their size, as well as
other paid ads options. KELA has observed different ads on the forum, suggesting there were

users paying for the service.

© Statuses: Four levels of statuses on the forum were available for purchase: “Kommersant”
sold at USD 299; “Businessman” sold at USD 599; “God of the market” sold at USD 999; and,
“Exchange office” sold at USD 1499 per month and required a 0.5 BTC deposit.

Despite the forum being promoted across Killnet’s Telegram channels, and other Russian hacktivist
groups’ Telegram channels, Infinity never became a popular forum in comparison to other known
Russian language forums. On February 19, 2023, Killmilk announced that they were selling Infinity,
possibly prompted by the lack of growth of the forum. On March 11, 2023, the sale was temporarily
suspended, however, it resumed on Deanon Club’s Telegram channel for USD 50,000 on March 31. On

April 12, Killmilk reduced the price of the Infinity forum to USD 25,000.

4 Radware
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Deanon Club Telegram post advertising the sale of various lots including Infinity forum for USD

s

WE ARE KILLNET
Forwarded from Deanon ClubV4

53 Pacnpodaica 53

He aykyuor! flonzo dyman Had puckamu, Ho, A e Deanon Club...

¥ 1 /10T - WwnuoHckoe MO Pegasus. LieHa - 150 000%
¥ 2 /o1 - ebekyms K b Black Sprut. LieHa - 100 000$

¥ 3 loT - NMYHOCTL BNagenbLa Legalre, a Takxe BO3MOXHbIE
NIMYHOCTY coBnagenbues Hydra. LieHa - 100 000%

% 4 Not - popym Infinity. LieHa - 50 000%

¥ 5 10T - KNtoY K y6miacTey Mega. LieHa - 200 000$
(Moapo6HOCTM TONLKO NOC/e PAAA NOATBEPXKAEHWIA)

/7 NuncaTb B Telegram - oT TyAa yXKe nepexoAum B no6oin

yA06HbI Bam MecceHpkep: @deanon club_support

Deanon Club - dansie, 6onslue
236 #H52 @31 @38 @7 W4 @1 A1

¥

50,000

There is no indication that the forum was successfully sold. At the end of May 2023, Infinity forum’s

domain was repurposed to advertise Tesla-Botnet, a botnet developed by Radis, the leader of

Anonymous Russia.

While Killnet has tried different methods to earn funds, it appears none of the methods seemed to be

sufficient enough to be chosen as a dominant one; it is, therefore, possible that Killnet's attempts will

continue, resulting in more efforts to monetize their hacktivist attacks and/or create new products for

the cybercrime ecosystem.

KELA Research

KELAY



Anonymous Russia

Anonymous Russia is a pro-Russian hacktivist group that has conducted attacks, primarily DDoS,
against Ukraine and its supporters, including Poland, Germany, the UK, Armenia, the Czech Republic,
Slovakia, and Estonia. In April 2023, ‘Radis’ was made leader of the group after the previous leader
‘Raty’ was arrested.’ After Radis’ takeover of Anonymous Russia, the group moved away from asking
for donations from their supporters and instead, launched several paid-for services/products, most
notably Tesla-Botnet, a botnet® developed by Radis, which has been advertised on Anonymous

Russia’s Telegram channel.

Tesla-Botnet

In April 2023, Tesla-Botnet was announced, with the release set for April 28, 2023. Three different
tariffs are available for sale: Basic, Pro, and Rare (USD 50, USD 120, and USD 220 respectively) based
on the number of bots the clients want to use in attacks. Basic provides its users with ten bots whilst

Rare provides them with 50. The Tesla-Botnet Telegram channel has over 1000 subscribers.

DDoS TOR service

After taking control of Anonymous Russia in April 2023, Radis announced their plans to develop a
DDoS service that anyone can purchase. They stated that the project would also be aimed at the dark
web suggesting that Anonymous Russia will target underground markets, something Killnet has also

been observed doing.

5 Hosas rasera Espona.
6 A botnet is a network of compromised devices infected by malware which are under the control of an attacker. Each
compromised device is referred to as a bot.
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ANONYMOQUS | RUSSIA

Ei,_ﬂ MpwWBETCTBYIO Bac, Aoporas ayauTopus! XoTenock 6bl
pacckasaTb O CBOMX M1aHax.

B nepsyto ouepeb, A NOCTapakCcb 3anyCcTUTb CEPBUC, KOTOPbIA
cMOXXeT nprobpecTy N6OIA XenawLwmiia. 3To gaoc-cepeuc. Het
He cTpeccep. 1N Toro, uto 6 BECTW HEKOTOPYIO eATeNbHOCT -
TpebytoTcs pecypcbl. [Toka KOpoTKo.

@ Anonymous Russia NepeBoNNOTUTLCS B rPYNNUPOBKY,
KOTOpasa NOAAEPXKMBAET He TONIbKO POCcMio. JaHHbI NPOeKT
6yaeT HaleneH Ha AapK Toxe. YTo 6yAeT Aa/iblue, Bbl B CKOPOM
BpeMeHI y3HaeTe.

Ei_f.l Greetings, dear audience! | would like to tell you about my
plans.

First of all, I will try to launch a service that anyone can purchase.
This is a ddos service. No, not a stresser/booter. In order to carry
out some activity, resources are required.

@ Anonymous Russia to transform into a group that supports
not only Russia. This project will be aimed at dark-web too. What
will happen next, you will soon find out.

We do not forget, we do not forgive, we are legion!

Mer He BOﬁbIBO‘EM, Mol HE npowjaem, uMa Ham — neauoH!
T |

Announcement of an upcoming DDoS service by Anonymous Russia in April 2023

On May 4, 2023, Anonymous Russia announced the launching of a DDoS service targeting Tor sites.
The post has since been deleted from the channel and it is unclear if the service is still available.

UserSec

Forwarded from ANONYMOUS | RUSSIA

® Omkpeisato 3aka3 Ddos ycayz @ TOR cemu. Jlrobble Hapko-

mapkemnaelicel. [naesl Kapmeneti, HAPKO-MApPKemos, popymos e

dapke u scex, Kmo 3auUHmMepecosaH - omnUCame 8 Ac
@infinity_administrator, Mel NO2080PUM 0 YeHax ’RL‘

15 #4 &1

Anonymous Russia’s announcement of a new DDoS service. The post was forwarded to the UserSec

Telegram channel

KELA Research KELAY



Radis announced on May 15, 2023, that they will be engaging in commercial activities and will no
longer be accepting donations. They stated that the money earned will be used to attack Ukrainian
network infrastructure. They noted their plans to create a trusted sellers board where verified sellers
will be listed, as well as to partner with Deanon Club and Titan Stealer, an information stealer

operation.

The Anonymous Russia Telegram channel was not active throughout June. In July, the group re-
emerged, declaring a new leader - ‘Userl’, the founder of another pro-Russian group, UserSec. It
remains to be seen how the change in leadership will affect Anonymous Russia’s monetization

attempts.
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Phoenix

Phoenix is a pro-Russian hacktivist group that initially was a sub-team of Legion (a pro-Russian
hacktivist collective established by Killnet in April 2022 to conduct DDoS attacks) but has since become
its own entity, operating its own Telegram channel where it posts about its activities. Phoenix primarily
conducts DDoS attacks but also has conducted website defacements, as well as leaking stolen data

and sharing compromised credentials to their Telegram channel.

Countries that have been targeted by Phoenix include Ukraine, the UK, the US, India, Pakistan, and
Japan. Like other groups, Phoenix asks its supporters for donations on its Telegram channel to help
fund its activities. However, beyond donations, Phoenix has been observed using various other
methods to source income, as described below. The leader of Phoenix stated in an interview that the
salary earned from their activities is constantly fluctuating, noting that some months they can pay a
salary of a hundred thousand rubles to senior “officers” and the next month they have to return to

their day job to pay off loans.”

Selling of stolen data

In several instances Phoenix has been observed selling allegedly stolen data on their Telegram
channel. In addition, they have a separate channel called “Phoenix Shop”, created in March 2023,
which they stated would sell the “results of the work of the Phoenix group”. However, this channel

does not have many subscribers and is not currently active.

Ransoms

In addition to selling stolen data to interested parties, Phoenix has also been seen on several occasions

using this data to try and extort their victims into paying a ransom.

On April 15, 2023, Phoenix claimed to have attacked the law firm, Michele Bonetti. They stated that
they obtained a database containing information on over 38,000 users. Chapaev (Hanaes), the leader
of Phoenix, instructed Michele Bonetti and/or their clients to contact them and pay a ransom of USD

5,000.
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Michele Bonetti

Dupma npedaazaem cydebHyH U 8HeCydebHyH0 RPUOUYeCKyH
nNOMOWb YaCMHbIM AUYAM U KOMNAHUAM 8 pasAu4HseIx 06aacmax
2PaxcdaHCKo20 hpaed, AOMUHUCMPAMUBHO20 Npasd U Y20/108HO20
npasa.

Yanaes npegnaraeT Bnafensly GUpMbl MW Xe ee KIMeHTam
BbIATI CO MHOI Ha CBA3b 1 NEpeBecT MHe CKpoMHblie 5000%.
WHa4e 6a3a 13 38675 nonb3oBaTenei noigeTt kak ¢poTkn TBoein
6biBLUEA MO Tenere.

Y4Bbin nonyveH gocTyn:

3 Ko ecell uHpopMayuoHHol cucmeme KOMNGHUU

3 Ko eceM AUYHBIM OenamM KIUueHmos

3 K 6ase daHHbIX noas3osameneli, a uMeHHo 38.675 yenosek 8
popmame: email, userid, fullname, ip, lastopen_date, lastopen_ip,
lastckick date, listid, list name u ewje kakaa-mo dpoH.

%Baaa B 38.675 nonb3oBaTeseil B npogaxe.
LieHy npegnaraem B nc: @chapaevvendetta

@PNomoub PHOENIX: 4890494770071116
Bnor Yanei/ WE ARE KILLNET/ PHOENIX

18 &5 3 91 W1

Phoenix demands USD 5,000 ransom for the stolen database

Separately, on March 29, 2023, Phoenix claimed to have attacked Cellular Pacific and to have gained
access to various types of data within the network, including customer orders, sales reports, and a list
of clients. They released screenshots of some of the stolen data and instructed Cellular Pacific to get
in touch. No additional information on a ransom is mentioned, but it is likely that Phoenix were looking

to extort a ransom payment from Cellular Pacific in return for not publishing or selling the data.
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Selling training

On May 16, 2023, Phoenix announced on their Telegram channel that they were offering personal
training from their leader, Chapaev, for 30,000-250,000 rubles. The offer was available until May 27

and there were only up to five places available.

W7 NnyHoe obyyeHue oT Yanaesa!
@ LleHa: (undusudyansHo) om 30.000P do 250.000P.

B 06YYEHWA: KOHCYIbMAUUU: 8 MEKCMO80M, 20/10C080M, 8UOE0
u anko popmame.

WTor:

W4 Cosemei no patome u GesonacHocmu

WA rpynnuposka ¢ ausseim cocmagom

Compydﬁuwecmeo u pexnama om PHOENIX

W4 Monras aHorumHocme

W4 Buisod epynnuposku a8 CMU u kak nod6upames mapzemel das
pasHbIx 30004,

MHcmpyMeHmbr ona pabomel.
b4

Opearusayus ucmo4HuKos doxoda(eud: cepo-4epHbili)
@ Bech onbIT Yanas B axyeHHOM O6YEHUM. Y)KE eCTb YUEHUKM.
roToBbTECH K NPOBEPKaM Mo BCceM GPOHTaM.

KoHpraeHUMaNEHOCTL rapaHTUpYio.

//lpednoxcerue o2paHuyeHo! Makcumym 3-5 Yenoaex.
Ao 27 mas.

\ _3anucb, BONPOChI, NpeaaoXeHns: @chapaev_901

Phoenix announces private training courses

Previously, on April 11, 2023, personal consultations with Chapaev were advertised on the Phoenix
Telegram channel. No price was set with it stating that the price was negotiable. The advertised
content of these consultations was extremely broad, with the post stating that Chapaev will tell his
students how to hack an ex, how to live and listen to “all your nonsense.” In a follow-up to this post,
it was announced that anyone who donated 1000 rubles wold be able to talk with Chapaev over the
phone, and anyone who donated 5000 rubles would be able to video call. Individuals that donated

over USD 100 would be allowed to conduct attacks with Chapaev.
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DDoS-for-hire services

In an interview with Gazeta.ru, published in February 2023, Chapaev stated that one of their sources
of income is through DDoS-for-hire services. For instance, they noted that they had received orders
from organizations or individuals in Italy and Spain to DDoS the countries’ government websites
(Chapaev assumed the order was coming from political opposition in these countries). In the

interview, they also state that a source of income is through hacking cryptocurrency-related services.?

A post on ChapaeVv’s Telegram channel from May 5, 2023, suggests that they are still taking orders,
with the post stating that “an order has been received” and that the attack will be done over a live
stream (see section ‘Streaming attacks’). However, seeing as these services are not actively promoted

on their channel, it does not appear as though this is a focus for the group.

YANAEB
MonyuyeH 3aka3s Ha Gbupmy. KoTopblii ckopee Bcero BbiMONHUM Ha
CTpUMe, HY Bbl MOHSANN)

lModzomoska udem nonHsiM X000M <%
- oTa,
81 H2 D1

| (O Leave acomment >

Chapaev announces that they have received an order for an attack

8 Gazeta.ru
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Streaming attacks

In April 2023, Phoenix announced that they would begin video and audio streaming their attacks,
stating that this coverage will increase the coverage of Phoenix in the media and will result in an influx
of funds “that will be converted into medicines, drones, and other humanitarian value” that is needed
for Russian soldiers. Phoenix appears to have used both Telegram and YouTube for their streams. In
addition to counting on additional donations as a result of the streams, Phoenix also introduced other

means of earning income through the stream:

® On May 11, 2023, an auction was announced in which the highest bidder would get to appear

on the stream
® They stated that they would welcome sponsors for the stream
® Interested parties can buy advertising for the streams

The approach is quite unique and, as opposed to other means, is focused on increasing the number of
donations rather than relying only on additional income sources. In addition to acting as a funding
source for their own operations, a proportion of the money earned through the auction and streams

is donated to the Russian Army according to Phoenix.
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Anonymous Sudan

Anonymous Sudan, a relatively new group compared to the groups discussed above, is a hacktivist
group that emerged in January 2023, with the purpose of “proving to all countries that Sudan has

people who will protect it on the Internet” and to “attack anyone who opposes Islam”.

The group, which is not affiliated to the wider Anonymous collective, is believed by some researchers
to be linked to Russia with some stating that they are another Russian hacktivist group, whilst others
assess that the group is possibly connected to the Russian state. The group is not believed to be

affiliated with the original Anonymous Sudan group that emerged in 2019. °

On February 19, 2023, Anonymous Sudan announced that going forward they will be an official
member of Killnet. Anonymous Sudan has emphasized that they are not a Russian group but partnered
with Killnet and supported Russia in return for the help they received from Killnet, in addition to

Russia’s previous support of Sudan.

Anonymous Sudan has targeted organizations from various countries including Sweden, the
Netherlands, Germany, Denmark, Spain, the US, Poland, France, Australia, Israel, India, Ethiopia, and
the UAE. These attacks are often either in support of Killnet or in response to anti-Muslim events

taking place in these countries.

Beyond donations, Anonymous Sudan’s efforts to monetize their operations are isolated to selling
stolen data or demanding a ransom from their victims in exchange for ending DDoS attacks. At this
point, there are only a few examples of such behavior, indicating that income generation is not the

primary focus.

° Truesec; CyberCX; Trustwave
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Selling of stolen data

In 2023, Anonymous Sudan were observed selling stolen data in several instances marking a significant
departure from their initial modus operandi as they had previously stated that they would not steal

data as this is “forbidden in their religion”.

e eSS

il

Anonymous Sudan

We would like to send a message to the airline "SAS". There are
allegations that we have stolen customer data. All of this is lies and
nonsense. We are only attacking. We do not want to steal
someone's data because we are Muslims, and theft is something
forbidden in our religion. Also, we do not want harm to innocent
citizens. If you do so, By lying again about data theft, we will send
very big attack. We hope everyone will not lie and tell the truth

If the developer who developed your stuff is an idiot, that's not
our problem

#AnonymousSudan

Telegram
Anonymous Sudan
For inquiries: https://t.me/AnonymousSudan_Bot

Chat: https://t. me/AnonymousSudanChat

VIEW CHANNEL \

Figure 4: Anonymous Sudan denies stealing data in February 2023

Despite this claim, less than a month later the group had begun threatening to leak stolen data. While
some of the data was initially released for free, there were multiple instances where Anonymous

Sudan attempted to sell data from an attack on their Telegram channel.
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! We would like to send a message to the Swedish Central Bank,
we know that you noticed the hack recently, but this is due to the
weakness of your protection system, we have very sensitive data
related to the Swedish Central Bank and it will be leaked to the
public in due time |

We do not want to have any sensitive data with any party, but
Sweden forced us to do so, so you must bear the consequences

#AnonymousSudan

Figure 5: Anonymous Sudan announces that they will release data from the Swedish Central Bank

On March 19, 2023, Anonymous Sudan claimed to have attacked Air France and to have stolen data.
A proof of data was released, which based on KELA’s review appears to be customer credentials,
consisting of either an email address or a string of numbers (possibly a Flying Blue number), and a
password. Only twelve credentials were shared in the sample data. These credentials are likely used

to access the customer portal. The group advertised the sale of the data belonging to Air France for

USD 3000.

! For sale the data of the French airline: price 3000% !
To buy: @AnonymousSudan_Bot

Bitcoin only

#AnonymousSudan

Figure 6: Anonymous Sudan advertises the sale of Air France data
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Furthermore, on July 2, 2023, Anonymous Sudan announced that they had hacked Microsoft and

claimed to have gained access to a database containing more than 30 million Microsoft accounts

(emails and passwords). They advertised the sale of this database for USD 50,000. Anonymous Sudan

first claimed to have obtained data from Microsoft on June 6, 2023, during the series of DDoS attacks

they launched against Microsoft (see section Ransom DDoS attacks). Microsoft has denied that data

was stolen.

Ui wou LUl @bl 8ael8 (o 8,00 dine olisl 9,0
U3 s Microsoft o 15k « lgy Lidlae e
We announce that we have successfully
hacked Microsoft and have access to a large
database containing more than 30 million
Microsoft accounts, email and password.

Price for full database : 50,000 USD B

We will be selling this database, so if you're
interested contact us at our bot to negotiate

-

: @AnonymousSudan_Bot

Attached below is a small sample from the
database that we have to prove our claim,
since Microsoft denied this.

Anonymous Sudan announces they have stolen credentials for 30 million Microsoft accounts. They

advertise the data for sale for USD 50,000

10 Bleeping Computer
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Ransom DDoS attacks

Since late May 2023, Anonymous Sudan were observed conducting several ransom DDoS attacks,

including one targeting Scandinavian Airlines and another targeting Microsoft.

On May 24, 2023, Anonymous Sudan claimed to have attacked Scandinavian Airlines’ (SAS) website

and demanded a ransom of USD 3500 to stop the attack. On the same day, SAS customers complained

about the app and website being down. SAS confirmed on May 24, 2023, that they were “experiencing

technical issues with the website and app” although they did not confirm the reason why.!

After no ransom was paid, the group continued to target the airline, claiming on May 29, 2023, that

the airline’s services had been completely shut down for 5 days, while customers continued to

complain. Anonymous Sudan has raised the ransom from USD 3500 multiple times, with the most

recent price set at USD 10 million on June 2, 2023.

! Let us play a beautiful game with you, SAS company. You
previously tried to repel the attack and were unable, and this is the
second strike that we proved to you that we can. What do you think
we tell you how to repel the attack for $3,5007 Or blackmail you
and take $3,500 to stop the attack? Otherwise we will continue the
attack and will leak something you will not like. We know that you
are watching this post, you have an hour to contact us via this bot:
@AnonymousSudan_Bot

If you want us to tell you the method to prevent the attack, talk in
the bot and we will negotiate

We paused the attack for an hour, you have an hour to think and
contact us

Anonymous Sudan demands a ransom in exchange for stopping a DDoS attack

1 Twitter
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Furthermore, in addition to allegedly stealing data from Microsoft, from June 5, 2023, Anonymous

Sudan claimed to have conducted DDoS attacks against several Microsoft services, including Outlook,

SharePoint, OneNote, and Microsoft Teams. Microsoft stated that they were aware of issues accessing

certain services.'? They later confirmed that at the beginning of June, certain services had suffered

availability issues as a result of a layer 7 DDoS attack, which Microsoft attributed to an actor it tracks

as Storm-1359.13 Anonymous Sudan demanded a USD 1 million ransom from Microsoft in order to

stop the attacks.

|

Anonymous Sudan

Anonymous Sudan
® Microsoft, since you lied and said you fixed the issue ...

® Microsoft, today we played football with your services. Let's play
a fun game. The fate of your services, which is used by hundreds of
millions of people everyday, is under our dominion and choice. You
have failed to repel the attack which has continued for hours, so
how about you pay us 1,000,000 USD and we teach your cyber-
security experts how to repel the attack and we stop the attack
from our end? 1 million USD is peanuts for a company like you!

Otherwise, enjoy long hours of downtime, millions of angry
customers worldwide and loss of billions of dollars.

If you want us to teach you the method to prevent the attack, talk
in the bot and we will negotiate : @AnonymousSudan_Bot

Y208 @118 289 21 @16 8 @3 @1
@1 @

Q Leave a comment >

Anonymous Sudan sets ransom for Microsoft

12 Twitter
13 Microsoft
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Arvin Club

Arvin Club is a hacktivist group that is fighting against the Iranian government who they state are
“killing my countrymen”.'* The group has conducted DDoS attacks and hacked various Iranian

organizations including the Ministry of Culture and Islamic Guidance.

The group maintains a Telegram channel, active since 2019, in which they post cybersecurity news,
including news of recent breaches and ransomware strains. Links to leaked data and new ransomware
blogs are commonly shared. In 2021-2022, the group maintained a free data leak site, which it seems
to have re-established in July 2023. Most of the leaks posted by Arvin Club in the past were not unique

or believed to have been sourced by them, but rather that Arvin Club was assembling public leaks.

Arvin Club has created two means of income on their Telegram channel, through the creation of a
subscription-based channel, as well as by selling advertising spaces on their channel. Previously the
group had sold data from their attacks, however, they stated in an interview that this is no longer a

source of income for them.

Subscription-based Telegram channel

On April 29, 2023, Arvin Club announced a new private channel where “the latest news, exploits and
vulnerabilities, as well as the latest links to ransomware and data leakage sites on the dark web” would

be published. The channel is private and requires a subscription to access (USD 49 for lifetime access).

Advertising

Arvin Club allows for third-party advertising of goods and services on the Arvin Club Telegram channel.
Interested parties are instructed to message the admin in Tox or Jabber for further information. It is

highly likely that Arvin Club charges a fee for this advertising space.

14 SuspectFile
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Selling data

In an interview published in 2022, Arvin Club stated that they previously sold data from their attacks,
or bought data and sold it as a middleman.'® However, they noted that they have since stopped all

these activities.'®

Arvin now seems to be investing a lot more into building its brand within the cybersecurity ecosystem,
rather than into hacktivist operations. With more than 4 years in action, this group may demonstrate
a possible avenue for other, younger hacktivists groups. However, pro-Russian groups are yet to
decide if they should follow this path or stick to their cause — if they are free to decide at all,

considering their possible affiliation with the Russian government.

15 SuspectFile.
16 SuspectFile.
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Other groups

In addition, there are several other hacktivist groups that have used some of the same methods as

discussed above to earn some money and are worth mentioning.

Like Anonymous Russia, several pro-Russian groups have developed their own botnet. In addition to
using these in their own attacks, they sell access to the botnet as well, for example, Passion, MistNet

and NetSide.

Passion is a group that emerged in December 2022. It seems that from the beginning of their activities,
the group used their own botnet to target Ukraine and its allies. Passion has been monetizing their
operations since they emerged - two days after the channel was created, Passion botnet was offered
for sale. Access to the botnet can be bought for varying time periods with the most recent prices in
May 2023 starting at USD 30 per week. The owner of Passion botnet also announced a new botnet on
March 18, 2023, called “GaechkaStress” which is available for sale for the same price. Passion was also
observed selling other tools related to managing botnets. Like other groups, Passion has also tried to
monetize their activities by demanding ransoms from their victims in exchange for stopping a DDoS

attack.

As for the selling of data, there have been observations of other groups engaging in similar activities.
The Islamic Cyber Corps is a hacktivist group acting in defense of Muslims, that has maintained a
Telegram channel since April 2023. As part of their attacks, the group claims to steal data from
numerous victims and threatens to sell this data on the dark web. The first instance of this occurred
on April 17, 2023, and was followed by nine more occasions. KELA has not identified any evidence of

this data being sold.

Some of these groups emerged more recently and, unlike some of the groups discussed in previous

chapters, have looked to monetize their activities from the beginning.
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Conclusion

Many active hacktivist groups emerged in the last year and a half. Donations are a method that a
number of hacktivist groups have been observed using to help fund their activities. However, several
groups have also looked for other means to source income. The success of these new practices is still
yet to be determined. At least some of their methods do not appear to have been as successful as

planned, for instance, Killnet’s Infinity forum.

What this does show, is that these hacktivist groups do not intend to disappear - they are still
committed to their cause. They are proactively looking for different ways that they can fund
themselves. Their monetization efforts focus on selling data or demanding ransoms from their
hacktivist campaigns, or looking for other sources of revenue from their supporters through the

provision of training courses.

Although hack-for-hire services could possibly shift these groups away from hacktivism, and increase
their threat, these services do not appear to be their focus. For instance, Killnet canceled its transition
into a private military hacking company, and Phoenix, despite appearing to conduct DDoS-for-hire

attacks, does not actively publicize this on their channel.

Therefore, the threat these groups pose and their dedication to hacktivism remains: they will continue
to conduct DDoS attacks against organizations that they perceive have acted against their beliefs. In
addition, these groups will likely continue to expand the types of attacks they conduct in an attempt
to monetize their activities, either through the demanding of ransoms in DDoS attacks, or hacking into
their victims' networks and claiming to have stolen data that they look to monetize (either through a

ransom payment or through selling this data to interested parties).

In order to mitigate hacktivist activities, with DDoS staying their primary attack vector, it is

recommended that organizations:

® Monitor and filter traffic. Monitor network traffic patterns and establish baselines to quickly
identify abnormal or suspicious traffic that may indicate a DDoS attack, which can involve
deploying network monitoring tools and anomaly detection systems. Implement traffic
filtering mechanisms to block or limit traffic from suspicious sources or with characteristics

indicative of DDoS attacks.

KELA Research KELAY



® Monitor the cybercrime ecosystem. Use a threat intelligence monitoring solution to
continuously monitor for potential threats and take measures to prevent them. Such research
should involve focused tracking of certain assets and specific threat actors, as well as broader

monitoring of the latest trends, tools, and attack strategies discussed by cybercriminals.

® Implement DDoS protection services and test public-facing systems. Consider utilizing
specialized DDoS protection solutions provided by reputable vendors, which protect public-

facing systems against ongoing attacks, as well as proactively test them.

© Create a DDoS response plan. Developing a DDoS response plan is essential to effectively
recognize threats and promptly restore operations after encountering DDoS attacks. This plan

should include clear roles and responsibilities for the response team.

© Educate employees on cybersecurity best practices. Organizations should provide employees
with annual cybersecurity training, including educating them about DDoS attacks, their

impact, and the importance of reporting any suspicious activities.

Start monitoring the cybercrime underground for threats targeting your
organization today - !
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https://www.kelacyber.com/platform/investigate/investigate-trial/?utm_source=kela_research&utm_medium=report&utm_campaign=hacktivist_financing&utm_content=kela_report
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