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Ransomware attacks against the telecom sector
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Top targeted countries in the telecom sector by ransomware actors
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intmobileseller
mintmobileseller Greetings,

| am here to sell many high-quality databases. The first of which is the Mint Mobile Database. It should
be approved by Admins soon.

| am also looking to discuss potential partnerships with those who can achieve initial access to other
telecommunications organizations worldwide.

Together we can make a lot of money.

Breached Nice to meet you all. g
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https://www.reuters.com/business/media-telecom/singtel-owned-optus-says-massive-australia-outage-was-after-software-upgrade-2023-11-13/
https://www.afr.com/technology/inside-optus-s-secret-cyberattack-briefings-20230903-p5e1nx
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Top targeted countries in the telecom sector by IABs
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In response to the imposition of anti-Russian sanctions against
telecom operators by Canada, we cut off the connection to the We went to Russophobic Sweden &3 and put the portal of the

website of the Canadiansenate: Swedish postal and telecommunications agency PTS:

K https://check-host.net/chec repo aeSkcd
https://check-host.net/check-report/106129d1k3c5
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! Subscribe to reserve channel
= Victory will be ours!

V3 mm Victory will be ours!
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Cellca Telecommunications CR Admin Panel
by cookiemonster - Monday July 31, 2023 at 04:13 PM

| have at my disposal 84,910 sa S o the record system such as sales,

cus ventory recor )M

My Disco okiemonster#8:
TOX: B554A6EB426AFA11E6A9BA3FEE9SS BBOSESC: 84C2BFBD86161AE891343F0DA
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Telegram : @RaspberryPi_xss
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IndiHome Database - Leaked, Download!
by Bjorka - Saturday August 20, 2022 at 01:57 AM

Hello BreachForums Community,
Today | have uploaded the IndiHome Database for you to download, thanks for reading and enjoy!

[Image: indihome.png]

In August 2022, the home telephone, internet, and television service owned by Telkom Indonesia
IndiHome suffered a data breach. The breach included Full names, Email addresses (Mostly
@telkom.net), Genders, National ID Numbers, IP Addresses and Websites Visited. In total, 26 million
entries are in the data.

Compromised data: Full names, Email addresses (Mostly @telkom.net), Genders, National ID
Numbers, IP Addresses, Websites Visited

Bjorka 2" > KR > 7 DEBIEERED T — X N— & LB L 7-KT5

HEREINDHR

BAN—LREY—ROER  BEBORY FT— 00T P RNEEZRET HE
DEAICEWTIE, 7YX =077 ROYAN—PRY —XZEBR/ITHIED
BELRYET, BENABZREZRAL. VR EERT H720I1C1F, B 4/3—
BIRE DIFENCTIP (Bf7 - BiAlT - FIE) . FHAICTERLTWVWSE Y — L EDIFR
ICINZ. BEAY —ERPT—REBELREOERBEZREL TELEL’DY £7,

Y7534 Fz—VDRE: EREESHIZ. YT 74 F 2 — > HWEDO—IETIER
ERBDAEEENAD Y FT, ZDI-DH, RV EX—P/NRX—rF =LY — K/X—

AT A2 X2 T AR EZFRICKEL., [BEFZRET A EHNEE LR
WEd,

DDOSIE ICXF T B PAMH : WDDoSKE Y J 2 —> a3 v A8 AL, Y—ERDE=ELE
DY 5 BARBERE,N Yy VT %FRELET, F7-. DDOSHE
BAEN - BERCEI2XBENZEFHETFL CBEET,

Ny I T7y 704G - BERKOEIR : EE2L4T — 20NNy 77y 72 EHNICE

. EEREBOERHEAENICEEL THEET, ThICEY, A —K
BAKE L THRONICV X T LAEERTEZ ELTREL B Y £,

[=]p (=]

L) -* '

Get started today

with KELA for free!
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https://www.lookout.com/threat-intelligence/article/wyrmspy-dragonegg-surveillanceware-apt41
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/blackfly-espionage-materials
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lancefly-merdoor-zxshell-custom-backdoor
https://www.sentinelone.com/labs/winter-vivern-uncovering-a-wave-of-global-espionage/
https://www.sentinelone.com/labs/operation-tainted-love-chinese-apts-target-telcos-in-new-attacks/
https://www.sentinelone.com/labs/sandman-apt-a-mystery-group-targeting-telcos-with-a-luajit-toolkit/
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